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H napodoa dtatpipny, n omoia ekmoviinke ota miaicia e OF «Aummhopotikn Epyacio» tov mpoypdppatog
«Meramtuyaxn EEedikevon ota ITAnpogoprakd Zvotripoto» (IIAHE), kot to Aowd aroteAéopata g
avtiotoyng AmAopatikig Epyaciog (AE) anotelodv cuvidioktnoio tov EAIT kot tov @ormt, o ke
€vag 0o Tovg 0moiovg £YEL TO SKalmLo aveEAPTNTNG XPNONG KoL AVOTApay®YNG TOVS (GTO0 GVUVOLO |
TUNUOTIKA) Y10 SIO0KTIKOVG KOL EPEVVTIKOVG OKOTOVG, G€ KAOE TEPITTMON AVOPEPOVTAG TOV TITAO KOt TO
ovyypoeéa kat to EAII, 6mov ekmoviidnke  Aumhopatikny Epyacio, kabdg kot tov emPrémovta Kot v
emponn Kpiong.
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NepiAnyn

H vrohoyiotikn vépouvg 11 addg to cloud computing amotehel pio avamtueoduevn
TEXVOAOYIOL TOV YPNCHOTOLEITAL OO OAO KOl TEPIGCOTEPOVG OPYOVIGLOVG. ATO EPEVVEG
ov €yovv dlevepyndel TAYKOGUIMG, Ol GUUUETEYOVTEG OVOYVMOPLGOV TO, TOAD UEYAA
O0QEAN Kol TAEOVEKTAHOTO TG XPNone vanpeotdv cloud computing oAAd tavtoypovo
enédeiéav kol €vav Pactkd avaoTOATIKO mopdyovia, TV acedaielo. H ocvviputikn
TAEOYN QIO TOV GLUUETEYOVIMV OlATNPEL EMPLAAEELS O OYEOT UE TNV OCQPAAELD GTNV
ypron vanpeocwov cloud computing pe éueoon GAAOTE OTNV EUTIGTEVTIKOTNTA, TNV
gxepv0eta, TV S100ECILOTNTA KOL TV OKEPOLITNTO TOV TAT|POPOPUDY TOV.

Ov  emeurdéelg avtég otnpilovioar 610 yeyovog OTL 1| LAOTOINGT TOV LANPECUDY
avtdv givar og £xetl (as IS) ywpig va vdpyel omd TNV TAELPA TOL TEAAT OVGLOOTIKOG
€leyyoc et Tov EMMEGOL AGQAAEING TNG TAPEYOLEVNG VINPECTAG.

To avtikeipevo g epyaciog avtig ival 11 dNUovpYio EVOC AVTIKEUEVIKOD TPOTOV
amotiumong g acedielog tov vanpeciov cloud computing. O tpdmog awtdg cLVicToTOL
otV HETPNON NG EMBOCTG TV UNYAVICUOV ao@aAsiog Tmv vanpeoidv cloud computing
pe xpnon epyareiov. Ta gpyadeio avtd givor e€edkcevpéva Kot ol LETPNGELS TOVG divouv
Vv Vmoapén N Ol GLYKEKPIUEVAOV OOLVOUIDV TOV HE TNV GEPA TOLG GLVOEOVTIOL LIE

GUYKEKPIUEVEG OULAOEG KIVOLVAV.

NEégerg — KAewdia:
Yroloyiotiky vEQovg, ac@aiela vanpecidv cloud computing, puétpnon acedieiog,

HETPNON UNYOVIGLOV 0GPaAEiag
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Abstract

Cloud computing is a fast growing technology that is nowadays used by an increasing
amount of organizations. Surveys, that have been conducted internationally, point out the
advantages of the use of cloud computing services as well as a major inhibitor: security.
The majority of the participants, say that they have reservations towards using cloud
computing services due to privacy, availability, confidentiality and in general security
concerns.

These concerns are based on the fact (due to the service model of cloud computing)
that the cloud computing services are offered as is without the client having any actual
knowledge or control of the security controls taken by the cloud provider.

In this master thesis a methodology for the evaluation of the security controls
enforced by the cloud provider is described. According to the methodology, specific tools
are used in order to evaluate the compliance to criteria. These criteria have a direct
mapping to vulnerabilities (that can be lead to security risks) of the cloud computing

services.

Key-words:
Cloud computing, Cloud computing services security, evaluation of security controls

in cloud computing
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Euxoplotieg

ATO TV apykn GOAANYN NG WENG OVTNG TNG EPYNCING MG TNV VAOTOINGN KOl TNV
0AOKANPMOOT TNG GLVEIGEPEPAY TOAAOL dvBpmmotl Tov Ba NTav Ad1Ko Vo TPOSTadnGm Vo
TOVG OmOPLOUNCM Kol OVOUOTIoM.

Y& OAovg 000VG e gvémvevoay, Bondnoav, vrootypiEay, Kabodnynoav, VLEUEVAV,
ocvuPovreyov 1N omAd vanpEav ekel yu gpuéva OA0 awTd TO SdoTNUO Kot Oyl HovVo,

anmevfHVD TIG BeprdTEPEG OV EVYOPTOTIES.
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Etoaywyn oto Cloud Computing

lotoplkd otolyeia

H évvoia tov cloud computing dev givar kavodpyla. v Biproypapio speoaviCovran
OPOPETIKEG  amOYELS OYETIKO pe TNV Tpoédevon . Ed®, amogoaciotnke va
TapoLvclooTeEl Kamola Tov eppaviletor g 1 emkpatéotepn (xwpig PEPata va onuaivetl 6Tt
gtvan olyovpa opOn).

Zougpwvo pue v Bempia avtn, to cloud computing cav évvola Eekivnoe tnv dekaetio
tov 60 Kot amotelel o pete&éMéEn pécm pa 6ePag and otddia ta onoio TepAapPavouy
to grid & utility computing, to application service provision (ASP) ka1 to Software as a
Service (SaaS).

Yuykekpéva, ocopeova pe v Bsopion avt), m évvowr tov cloud computing
vevwnonke amd tovg mpoPAnuoaticpovg tov J.C.R. Licklider ota mhaicio g emikotvaviog
pe ta péAn g opddag Members and Affiliates of the Intergalactic Computer Network,
tov ADVANCED RESEARCH PROJECTS AGENCY, omv Washington otig 23
Ampidiov tov 1963. O mpofinpotiopds mov 0d1ynoe oty dotvmmon pog doung cloud
computing E&ekivnoe omd 10 YEYOVOC OTL VIAPXOLV TOAAEG SLOPOPETIKES YADGGEG
TPOYPOUUATIGHOD Kol OTL OO TNV CTIYU] TOL aLTEG OgV UmOpovV vo petwbodv 1 va
GLYXWVELTOVV GE W, Oa mpémel va 00bel otov ypnotn N dvvatdtta va Exel TpocPaon
0€ MOAAG cvothuota Kot emAEysl molo va ypnowpomomost. (...It seems to me to be
interesting and important, nevertheless, to develop a capability for integrated network
operation....) [1]

Amo v dekaetio Tov 60 uéypt ofuepa, 1 Evvota Tov cloud computing £xel mepdoet
and S1apopa 6TAd0 Yo Vo TAGEL 6TNV o ovyypovn pete&éMén tov pe to Web 2.0. H
ovaia Kot to. 0péAn tov cloud computing dpyisav va yivovtal o XEpomoctd and Ty
oTiyun mov 1N TPOSPocn HEG® TOV SOOIKTOOV £YIVE EPIKTY O PeYOAVTEPT KATpako. H
TPAOTN €TOPiC 1] OTOL0L TPOGEPEPE EPAPLOYEG LEGM TOV O10OTIKTVOV Bewpeitonr OTL elvan M

etaupio Saleforce (www.saleforce.com) to 1999, eved axoArovbnoav ot Amazon pe to

Amazon Web Services 10 2002 kot to Elastic Compute cloud (EC2) 1o 2006. H ypnon
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vanpeotdv cloud anoyeimdnke omd to 2009 pe v TPocPopd 610 gVPL KOWO T®V

vanpeoidv g Google (amd to Gmail wg ta Google Apps).

Tu eivan o cloud computing

To Cloud computing eivar éva povtého ywo thv €bkoAn, PoAkn kor on-demand
TpocPacng o€ po oePd omd TOPAUETPOTOCIUOVS dtopolpalopevoug mTopovg (),
dikTva,Servers, omofnkevtikol YMPOl, EEOPUOYEC KOl VINPEGIEG) TOL UTOPOVV VO
olatefohv ypryopa Kol vo. AEITOLPYNOOLV HE EAYIOTN OLOYEIPIOTIKN TPOCTAOEI 1)
napéuPacn Tov Tapodyov g vanpesiag. [2]

To povtédo avtd, COLPOVA LLE TOV TAPATAV® OPIGUE, TPOAYEL TNV JLOOESIUOTNTO Kot
amotedeiton amd S5 Pocikd yopaKTNPIOTIKA, TPio poviEAa vanpecidv kot 4 puebodovg

vAomoinong.

Baolka XapaKTNPLOTIKA:

On-demand self-service:

O telkdg xpNoG amokTd TPOGPAcT GTOVG VITOAOYIGTIKOVG TOPOVG (eite mpdKetTan
Y. OTOONKEVTIKO YDPO, 1| VITOAOYIGTIKY 6%V, N AOWMES LVINPETies), dtav To ypetdleTon
(on-demand) ywpic ™v avaykn mapéupacnc amd Tov mApoyo TG vanpeciog (self-

service).

Broad network access:

Ot amortnoelg v v mpodoPoon ot vanpeoieg cloud givar cvykekpluéveg kat
eMdylotec. Xty ovoia, omorteiton amAd mpdsPacn oto internet uéow omolovdnmoTe

HEGOL (TL.Y. KIWNTAOV TNAEQOVAOV, POPNTAOV VTOAOYIGTAOV, PDAS K.0.)
Resource pooling:

Ot 1eyvohoyiec KOl OPYITEKTOVIKEG TOL YPNGLUOTOOVVTOL OO TOVG TAPOYOVLS

vrnpeoiov cloud, Bacilovtar otny ypHon TOAUTAGY GLGTOLLOV TOPWV.
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Rapid elasticity:

Ot Tépot OV ¥PNGYOTOOVVTOL SLAUOPALOVTOL OTIC TEPIGGOTEPES TMOV TEPIMTMOCEDV
weatd (virtually) kot dvvopkd, enttpémovtag €Tl TV eKYOPNON Kol GAA®V TOP®V GE
nepintoon mov ypewootel. H petdfoon avt (scale out/in) umopei va yivel avtopata Kot

YPNYOPQ OV XPELOOTEL.
Measured Service:

Mécm TV GUGTNUATOV TOL TaPOYOL, UTOPEL VoL YIVETOL TOPAKOAOVONGN TG YPNONG

TOV TOP®V 0vE GOGTNA KOt 0vVE TEAAT.

Mool eivan oL Stadopot tumol cloud services (SaaS, PaaS, 1aa$)

Cloud Software as a Service (SaaS$).

Yta mhoioto TG TapoyNg ovTov Tov gidovg ¢ vampesiag Cloud, o meAdtng éxet v
duvaTOTNTO VO YPNCUYLOTOLEL EPAPUOYES TOL OVIIKOLV GTOV TAPOYO KOl TPEXOLV GTNV
vrodoun tov mopdxov. O meEAdTNG Ypnoyomotel pol GHVOEST GTO SldIKTLO KOt TOV
e€omMopd g emAoyng tov (popntdc vmoAoyiotig, PDA, netbook, desktop, mobile
phone....) TpokeWEvoy va TETVYEL OMOKTHGEL TpoOcPaon otn /otig epapuoyn/és. O
eAdTNG Ogv €xel duvaTdTNTA Vo eMNPedlel N va EAEYYEL TO DAIKO 1) TO AOYIGHIKO HECH

T0oV omoiov yivetan dwbéoun N epappoyn. [3]
Cloud Platform as a Service (Paa$).

Yt mhoiotla TG TaPOoYNG ovTov Tov €idovg ¢ vanpeoiag Cloud, o meddtng éxet v
dvvatotnTa vo. dnpovpyel Kot vo Agttovpyel epappoyég mov Eyovv dmuovpyndel M
amokTnOel ¥PNOYOTOIDOVTOS YADGGEG 1| EPYUAEID TPOYPOULATIGUOD TOV TOPEXOVTOL OO
tov Tapoyo. O meAdng dev €xel dvvatdTTA Vo dtoyepileTan 1 vo EAEYYEL TO VAIKO HECM
ToV 0omoiov yiveton oabéotun 1 vanpecio aAAd Exel TNV dvvatdTnTa EAEYYOL, dloyEiplong
Kol OAAOYOV TEAVE OTIS €QOPUOYEC OV TPEXEL Kol TOOVOG ovd TePInT®mOoN TNV

SLUOPP®OT TOV TEPPAAAOVTOC PIAOEEVIOG TV EPAPLOYDV.
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Cloud Infrastructure as a Service (laaS).

Yta mhaicla ¢ mapoyne owtov tov gidovg g vanpesiag Cloud, o meldtng éyxet
OlBEoIUN LTOAOYIGTIKY dVVATOTNTO, YWPNTIKOTNTA, SiKTLO KOl GAAEC VTOAOYIGTIKEG
KOVOTNTEG £TGL MOTE 0 TEAATNG VO LTOPEL VO AEITOVPYNOEL EPAPLOYEG Ol OTOiEG Umopel
va givat Kol AEITOVPYIKA cuoTiHaTe Kot Epapuoyés. O mehdtng dev €xel duvatdTnTo VoL
Srayepiletarl 1 va eEAEYYEL TO DAIKO HEG® TOV 0Toiov yiveTon dtbEéotun n vnpecio aAAd
€xel MV duvatdTTo EAEYYOVL, dlaEIPIoNG KOl 0ALOYDV TAV® GTO AEITOLVPYIKO GVOTNUA,
TOV AmOONKEVTIKO YDPO, TIG EPAPUOYES, Kot TOAVOS 0Vl TEPITTMOOT GTNV TEPLOPIGUEVT

duvatdTTa 6TV EMA0YT GLOTATIKOV dradiktowong (mt.y. firewalls «.a.)

Mowa eivan ta Stadopetika povréda ulonoinong cloud services

Private Cloud

[poxetton yro vrodoun cloud n omoia Aettovpyei ko eEvmnpetel povo ya évay povo
opyaviopds. Mmopet va dwoyepiletor kor vo mopaxkoiovBeitanr 1 Asrtovpyion tov omd
KOmolo GAAO TPiTO PEPOG Kol UTOPEL VO PIAOEEVEITOL KOl GE KATO0 UEPOG EKTOG TMV

EYKATAOTAGEMV TOL £V AOY® 0PYAVIGLOV.

Community cloud

[Tpokerron yio vrodoun cloud n omoia draporpdletor peta&d daPdPOY OPYAVICUDV
Kot vrooTpilet Lo CLYKEKPLULEVT] KOVOTNTA 1) 0moia £xEl KOO eVAAPEPOV (OVTIKEILEVO
T.Y. OKOTO, OMOUTNOGELS OCQUAEING, TOMTIKY, OVAYKES CLUUUOPPMOONG K.0.). Mmopel va
dwyepiletar kKo va mapoakoAovbeital n Aertovpyio Tov amd TOLVG OPYAVICUOVS 1 Ao
KOmolo GAAO TPiTO PEPOG Kol UTOPEL VO PIAOEEVEITOL KOl GE KOTO0 UEPOG EKTOG TMV

EYKATACTAGEMV TMV OPYOVIGLLOV.

Public cloud

[Ipokerror v vrodopn cloud n omoio eivar dabécun cto gupv Koo N o€ éval
HEYAAO KOUUATL TNG Oyopds. AVNKEL GE £€vav OPYOVIGUO O OTOi0¢ TOLAGEL VLINPEGIEG

cloud.
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Hybrid cloud

[Ipokerror yo vwodour, cloud 1 omoia €xel mpokvLYEL Omd TOV GLVOLAGHO dVO N
neplocotépmwv cloud (private,community, or public) to omoio mapapévovy ®¢ dakprtég
ovVIOTNTEG , Ol OMOiEC OUMG elval PETAED TOVC GULVOEOEUEVEC HEG® TEYVOAOYIDV TOV

EMTPENTOVY POPNTOTNTA GTO SESOUEVA KOL TIG EPAUPLOYES.

AnpodAl napadeiypota ava TUMo Ko LoVTEAO

Ytovg mapdyovg vanpectdv cloud computing avikovy kot ot akOAovOEg eToupicg Kot

VINPECIEG:
Nimbus GoGrid Cloudera
Amazon Cloud9Analytics Cloudscale
Force.com Skytap Arjuan
NetSuite 3Tera 3LeafSystems
Cloudshare Appiro Cohesiveft
Flexiscale Appistry Citrix
Wolf Frameworks Rackspace enStratus
RightScale ReliaCloud Cloud Leverage
Cirrhus9 Kaavo Elastichosts
Monitis Appnexus Elastra
Joyent BlueWolf GigaSpaces
Enomaly VMware Citrix
HP Intalio Magic Software
IBM EMC UtilityStatus
10 Gen Boomi Symetriq
Akamai AT&T Google
Hadoop CloudSwitch
Synage CloudWorks
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To mopokdto oynuo Jelyvel UePIKA Topodeiypota

TPOCPEPOVTAL ALV TOTTO:

Amazon EC2 =

Flexiscale =+

|
Jovent Accelerators =%

Microsoft Azure = | )
—————— Public Clouds )
Rackspace Mosso Cloud =+ \

ServePath GoGrid = \
Skytap = |

Sun Microsystems Cloud =/ |

Eucalyptus =

Enomaly Enomalism =% |

Mimbus = |
10gen Babble = | Private Cloud \

Caszalt * =/

frotcovered)  Hardware |

CloudEra =

CycleCloud = \

Globus = | Compute Grids

Hadoop =*

Termacotta =* _J-" |
|
\ Infrastructure o

Gemstone Gemfire =3

GigaSpaces Data Grid = ..'. .
— | DataGrids
1BM eXtreme Scale =+ |

Oracle Coherence =+ I.| f

CohesiveFT =

-, Virtual Appliances
ath >

frotcover=d)  Vfirtualization / I

Caspio =+ I
Intuit Quickbase = | /
-
FerfectForms = | Biz User Platforms E /

Rollbaze =/

Waokpress =%/

Apprenda SaasSGérid
Aptana CloudStudio b

Bungee Labs Connect

Google App Engine f
\ DevPlatforms € /

Longdump

Heraku

tMorph Labs /|

Salesforce.com force.com

F I I O I O O O P

Stax /

Author! Peter Laird

Ixnua 1: Cloud Vendor Taxonomy

/Cloud Vendor | '

| May 2009

vnpeoiodv  cloud mov

=¥ Amazon 53

~
| = Amazon SimplelB

|-
€D Storage |~ Google BigTable

, ¢

[ L = Microsoft SOL Data Senices

. ~* Rackspace Mosso CloudFS

=¥ Amazon 505

-
[ =% Appian Arawhere

=* Appirio Cloud Connectors
e e

[ = Boomi
| < e
| =* Bungee Labs Connect

€D Integration | = Castiren

. =* anip
| \_ = ltensil

|\ = Microsoft BizT alk Senices

=* OpSource Connect

\_=* Snaplegic Saa5 Selution Packs

=+ Aria

[ = eya pt
'

"'\\_ Biling f

[

=* IP Applications

= OpSource Billing

=+ Windicia

¥ Zuora

Taxonomy

=* enStratus
1 —_——
1 |

Securil
v | I y S

=¥ OpenlDfDAuth

= Ping ldentity

- If
- €) Enablers | = Symplifizd
| \
| |
h 3Tera Applogic

f Appistry CloudiQ
[ = Cloudkick

Elastra Cloud Server

[ R

i Hyperic CloudStatus
' =¥ Haavo IMOD

' =¥ Rightscale

| System Integrators

\_=* Sealr

ot covensd)

Cancur

Google Apps
Hetsuite

Salesforce.com

vl |ee]e

\ ) Applications |-
© Infrastructure

€ Platform I\
E Services \ rrd thowsands of otbers)

@ Applications

Taleo

Utteed under the Ureative Commons Attnbution-

Share Alike 3.0 United States License
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Nowa eivat ta trends oxetika pe to cloud computing

H évvown kot  mpaxtikn tov cloud computing €yet avayvopiotel amd v ayopd.
ZVUYKEKPLUEVO, PEAETEG KOl EPEVVEG EXOVV UETPNOEL TNV KATAGTOOT 0TV omoia PpiokeTon
N vwobétnon tov cloud computing kabdg emiong kot ol ivat To ETUEPOVS GTASIN GTNV

nopeio eEEMENG tov [4]. [5]

Figure 3 Forecast: Global Public Cloud Market Size, 2011 To 2020

0 The spreadsheet detailing this forecast is available online.

5180
5160
5140
§120
Total
public cloud

markets
(US$ billions) >80

560
540

520

S0

dd
2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

BPaas{$) 015 023 035 053 080 126 195 293 428 600 766 9.08 1002
Saa5($) 556 8.09 1340 2121 33.09 4722 63.19 78.43 92.75 105.49 116.39 125.52 132.57
FaaS(5) 005 0.2 031 0.82 208 438 739 980 1126 1194 1215 12.10 11.91

laaS(5) 006 024 102 294 499 575 589 582 565 545 523 501 478

58161 Source: Forrester Research, Inc.

Ixnua 2: Forrester Research
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KoBog emiong xar

Figure 1. Hype Cycle for Cloud Computing, 2010

expectations
Platiorm as a
Service (PaaS)
Elasticity =
Cloud Storage
Cloud Service Integration
Cloud-Computing Security Concerns.
Private Cloud Computing
Compute Infrastructure Services
Cloud Computing for the Enterprise
Cloud APaaS
Enterprise Portals as a Service
DBMS as a Cloud Service
| Cloud E-Mail
Cloud-Enabled BPM Platforms

)
Hybrid Cloud Computing
Cloud Testing Tools and Service
Cloud Application Development Tools

= Public Cloud Computing/the Cloud
§ = "In the Cloud" Security Services

Real-Time Infrastructure

, Browser O Dedicated E-Mail Services

Client OS

Virtual Private
Cloud Computing

Security as a Service
‘ L— Integration as a Service

% = Community Cloud

Cloud Management Platforms

Cloud-Driven Cloud Advertising
= Business and IT Vitunlization
Setvices

Cloudbursting/Overdraft

Cloud Services Brokerage
Cloud Parallel Processing

Saa$S Sales Force Automation

Saas

IT Infrastructure Utility

Enhanced Network Delivery

As of July 2010

Peak of

Technology Trough of Plateau of
Trigger Inllatgd Disillusi Slope of E Productivity
time "
Years to mainstream adoption: obsolete

O less than 2 years O 2to 5 years @ 51to 10 years A more than 10 years @ before plateau

Ixnua 3: Hype Cycle for Cloud Computing

(5]

Metpnoelg oo dtadiktvo (google trends) deiyvovv 1o cuveyiLopevo evola@épov Tov guph Kool
v v évvola tov CloudComputing.
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cloud computing =————1.00

A hogle Trands

me ndex

I 2005 2006 2007 l 2008 2009 ' 2010 2011 l2012
b rrrr

nce voume

< ’ mn »

[6]
Ixnua 4: Cloud Computing péow twv Google trends

Koabd¢ emiong kot tnv mopeio, tov cloud computing ce chykpion pe to Topadoctokd computing (
épevva v ta €t 2008-2015 yo v lonwvia. To petpiopo péyebog eivar emévdvon oe ypnpota)
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Figure 2 — Japan Traditional And Cloud Computing Quarterly Spending
Forecast (¥ Trillion) — 2008-2015

| ¥10.0 .
¥9.0 ‘ |
¥8.0+ X T = ‘ — 2% 5 -
o TSAA i~ | A
o 1Taditional Computing A
¥5.0¢ ’
“o | |
¥3.0 " |
¥2.0 : g,
vol————T Cloud Computing
3 2008 2009 2010 2011 2012 2013 2014 2015
Source: ITCandor, February 2011 m

IxAua 5: NpoPAsYdn yia Tt enevdioslg os cloud computing otnv lanwvia
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XapaKtnpLlotikad tnG utoBétnong tou cloud computing

MAcovektpata kot tpootifépevn agia touv Cloud computing

Me Bdon avtd Tov TEPYPAPNKOV TOPATAV® Yio To. Bactkd TAcovektnuata tov cloud
computing, o Babudc viobéTnong eivor TEPLOPIoUEVOG 1) LAAAOV BEV Eival OVTIGTOLYOC TOV

TANB0VC KO TNG £KTOONG TOV TAEOVEKTNLATOV.

What are the reasons behind your possible engagement in the Cloud Computing area?

Response Response

Answer Options Percent Count

Remove economic/expertise barriers impeding to modernize

business processes by the introduction of Information Technology 30,6% 22

Avoiding capital expenditure in hardware, software, IT support,
Information Security by outsourcing 68 1% 49
infrastructure/platforms/services

Flexibility and scalability of IT resources 63.9% 46
Increasing computing capacity and business performance 36.1% 26
Diversification of IT systems 11.1% 3
Local and global optimisation of IT infrastructure through

automated management of virtual machines 25,0% 18
Business Continuity and Disaster recovery capabilities 52 8% 38
Assessing the feasibility and profitability of new services (i.e. by

developing business cases into the Cloud) 29,2% 21
Adding redundancy to increase availability and resilience 27 8% 20
Controlling marginal profit and marginal costs 15,3% 11
Other (please specify) 13,9% 10

IXAUA 6: AtoteAéopaTO EPEUVAG OXETIKA E TOUG AOyouG uLoBétnong tou cloud
computing

H éewym avt €xel mapatnpnOel ko kataypagel pécw o oepdg ond peréteg —
épevveg. Méow TV €peuvOdV awTOV €YEl Yivel (o TPOomdBE AmTOGOPVIONG Kot
amEKOVIoNG TV EUmodiv oty vioBétnon tov cloud computing.

Youpovo pe v €pguvo mov dnpooctedtnke amd v KPMG 1o 2011, [8] T kbpla
mheovektnuata tov cloud computing eivar | peiwon damavav, n Pektiouévn evedéio Kot

n kaAvtepn scalability. Zopeova pe avtodc Tov Egovv NON TPoY®PNCEL 6TV VIOBETON
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tov cloud computing, Bewpodv OTL TOVC £xEl PEPEL PEYOADTEPT GLYKEVIPMOT GTOVG
EMYEPNOOKOVE  OTOYOVS Kot pHeEpévn moilvmiokotnto oto IT. Xvykexpyuéva,
opyavicpol pe meptocotepovg amd 5.000 yproteg LVTOAOYIGTAOV dNA®VOLY TNV gveMEia MG
évav amd Tovg oNUAVTIKOOG Adyoug yiati kdmolog Oa mpénel va petoafel oto «cloudy.
Evo, e&icov evBappuvtikd kot dloitepa BETIKA NTOV Kot TO VTOAOITO ATOTEAECUATO TNG
£€pevvag.

Zoppava pe v épgvva: «Ot Tpocdokieg eivarl vynAég kot onuepa kdbe peydin etoipio
TANPOPOPIKNG TPOCQEPEL VIINPeETieg otov ydpo tov Cloud. Xopewva pe tov Tevikd
AevBovtr tng Microsoft, Steve Ballmer, «to cloud computing givon to enduevo Prjua, M
emopevn eaon, stvon n endpevn petdfaocn». H gpmopikn tov Procyotmta Ba eEaptnet
amd Vv BéAnon Kot v 01d0eon TV TEAATOV VO YPNGULOTOCOVY TIG TPOCPEPOLEVES
vInpeciec. LOpemva pe v épevva 10 45% TV GUUUETEXOVI®MV ETALPLOV YPTCLLOTOLOVY
non vanpeoieg cloud computing kot 13% mpdkerTor vo. 11 VIOBETHGOVY GTOVG ETOUEVOVG
12 pqveg. Moévo o pukpn petovotnta — 8%- dev éxovv kdmoto TpodBeom va vioBeTGovV

vrnpeoieg cloud computing.

Mota eival ta peyaAutepa ntpofAnpata tov Cloud Computing.

H mheoynoio tov epeuvdv koataAiyovv 0Tt évo and to peyoivtepa Bépata e to

cloud computing eivat | ac@aieLa.
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What are your main concerns in your approach to Cloud Computing?

Answer Not Medium Very Rating  Response

Options s Ll s Important Importance Important Sl Average Count
Privacy 0 7 28 31 3,36 66
Availability of services and/or 3 9 28 26 3,17 66
data

Integrity of services and/or 0 9 28 27 3,28 64
data

Confidentiality of corporate data 1 3 17 43 3,59 64
Repudiation 1 24 25 7 2,67 57
Loss of control of services 2 14 29 17 2,98 62
and/or data

Lack of liability of providers in 1 15 25 19 3,03 60
case of security incidents

Inconsistency between trans 8 25 15 12 2,52 60
national laws and regulations

Unclear scheme in the pay per 10 26 14 9 2,37 59
use approach

Uncontrolled variable cost 4 21 26 7 2,62 58
Cost and difficulty of migration 7 31 14 6 2,33 58
to the cloud (legacy software

etc...)

Intra-clouds (vendor lock-in) 5 21 20 10 2,63 56
migration

Other (please specify) 3

IxNua 7: ANOTEAEGHOTO LEAETNG OXETLKA LE T KUPLOTEPO TTPOPBARHATA OTNV
ultoBétnon tou cloud computing

Amd 10 €yypaeo The survey “An SME perspective on cloud computing, Noéufptog
2009, European Network and Information Security Agency (ENISA). [9]

Yopeova pe v épguva g KPMG, 1 acedleia amotelel 10 KOPLo €UmOSI0 TOV
oLVAVTA KATO0¢ 6TNV Topeio Aomoinong pag Abong cloud computing, eved akoAovfobv
1 CLUUOPP®GT), M WIOTIKOTNTA, Kot TA VOUIKA Opata. Ot opyoviclol avnouyovVv yio Tnv
AGPAAELD, KOL TNV WOIOTIKOTNTA, E01KA (cOuemvo Taht pe v épevva g KPMG) yoti n
ayopd mpocpépetl oprakég dwPePardoeic. H evbuypduuon tov e00TEPIKOV OmMOUTNGEDV
AGPOAEING LE TIC OLVOTOTNTEG TOL TPOCOEPEL 1| VITOJOUN, | VNPECIA KOl 1) VAOTOINGN

TOV GLYKEKPIUEVOL HovTéAoL cloud amodetkvoeTor SOGKOAN GTNV EQOPLOYT.
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What are your main concerns regarding the use of cloud computing?

Security issues

Legal issues

Compliance issues

Privacy issues

Integration issues

Insecure availability

Vendor lock-in

Insufficient financial benefits
Lack of performance

Lack of functionalities

Immature technology

0% 10% 20% 30%

| | | | |
40% 50% 60% 70% 80%

IxNua 8: ANOTEAEGHATA LEAETNG OXETIKA E T HEYAAUTEPA MPOBARLATA OTNV XPRON

tou cloud computing.

Ewwd v ta 8épata acedieiog, 63% tov cupUETEXOVTOV CLUEOVODV OTL BEpaTa

7oL oyetifovTol He TV AGQAAELD OTOTEAOVY EUTOSLO 6TV peyalvTepn ypnomn tov cloud.

2Ooppovao pe Vv €peuva, eEAYETOL TO GUUTEPAGHO OTL OEV OVIICLYOVV KLPIMS Yo TV

ENAey LETP®V 0oQOAELNG OGO Yo TNV EALEWYT S10QPAVELNS OO TNV HEPLA TV TAPOYWDV.
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Statement: security concerns are a blocking issue when it comes to
cloud computing

16%

Strongly disagree

[ Disagree
I Undecided
[ Agree

I strongly agree
14% gly ag

Ixnua 9: AnoteAéopata HEAETNG OXETIKA UE Ta HEyaAUTEPA TTPOPBARATA 0TV XPrON
tou cloud computing.

Eival ta security concerns twv urtoPridpuwv neAatwv SIKaLoAoynpéva;

TL oupBaivel otV MPAYHATIKOTNTA;

210 d1001KTVLO VITAPYOLY NON TOAAES amodEiEels Yo To. PETpa Tov AapBdvouv ot o
YV®G6TOi TApoYoL vINpecidV cloud 660 agopd TV PLGIKN Kot TEPPBOALOVTIKY] ACOAAELD.
(B\. youtube: google datacenter, amazon datacenter, salesforce «.a.). And t1c Eevaynoelg
aVTEG Kot omd GALEG ONADGCELS TOV ETAPLDV, PAIVOVTOL Ol TPOHEGELG TOVALYIOTOV TOV €V
AMOyo opyovicp®v yio TV Oopdkion TOV VTOOOUDV EVAVTIO. GE (QULOIKEG Kot
nepPaAroviikég anethéc. Opmg, amd poéva Toug oVTA ToL HETPA KO OVTEG 01 ONADGELS OEV
EMOPKOVV YO VO TPOSPEPOLY TIG JAPEPALDOELS GTOVG VIOYNPLOVG TEAATEG GYETIKA pe
NV €£ACPAAOT TOV SES0UEVMV TOVG ATEVAVTL GE OLAPOPES ATEINEG.

Ooco apopd TIG 0eGUEVCELS KOL TO. PETPO ACQPOAEING OV AapPAvVOVTOL OO TOVG
Tapoyovg vanpeoiov cloud, avtég propovv va avalntnfovv pHovo PEGH GTIC AVTIOTOUXES
ovuPdoeis. Tuuata Tov copPacemv avtav tepiEyovrol oto [Hapdptnua A.

M avaokdmnon Tov copPacemy avtdv, 00NYel oTo aKOAOVON GLUTEPACULOTOL:
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AveEdptta amd to av M vanpecio dlvetal eml TANPOUN N dWPEAV Kot
aveEdpmra amd 10 mo povtého vanpeoiag cloud mapéyeton (SaaS, Paas,
laaS) (nteiton n déopevon 1oL TEAITN GE GUYKEKPILEVOLS OPOVGC

e Ot 6pol T®V ovuPdoemv avt®v (agreements) decpedovVV Ge SOPOPETIKO
Babuod Tov mapoyo Kot Tov TEAATT.

o & kébe mepimtmorm vmdpyovv Opot mov oyetilovior pe TV Evvoln NG
0CQAAELNG  (EUMIOTELTIKOTNTO, OKEPOIOTNTO KOl OE KOMOLEG TEPIMTMOELS
dbecudTTO).

e Ot Opor aocedrelng eivor meplypagikol kot Oyt ovykekpluévol. Aegv
avaypdeetol e Kopio omd TIG CLUP®VIEG OVTEC TL HETPA AapPdvovtal aAAd
OTL 0 TApoY0¢ deopedeTo Vo AdPeL péTpa.

e O Opog reasonable 6co a@opd ™V £KTOON TOV HETPOV YPNOLUOTOIEITAL.
Yuvenmg, oev  kabopiletar KAMOO €AGYIOTO KOWA OMOOEKTO EMIMESO

acaAeiag.

O)lo To Tapamdve odnyohv 6To GUUTEPAGHO OTL, VITAPYEL BACT OTIC OVIOLYIES TOV

VIOYNQI®V TEAUTOV GYETIKA UE TO EMIMEDO aGPareiog TV vanpeoidv cloud.

AvalAuon Ko artotipnon Kwwéuvou

MebBoodoroyieg yio v avdAivorn Kot amotignon Kwodvev mov oxetiCovior pe tnv
OCQAAELDL TOV TANPOPOPUDY KOl TO GULOTHUOTO TANPOPOPIKNG LIAPYOVV TOAAEC.
Mdaiota, o Evponaikog Opyaviopdg yo v Acedieia (ENISA, European Network and
Information Security Agency) péco pog opddag mov cvykpotoe to 2005, dnuocicvoe
pe Alota pe tig emkpatéotepeg pebodoroyieg amotipnong / dayeipiong kvovvou (Risk

Assessment / Risk Management Methodologies, http://rm-inv.enisa.europa.eu/

rm ra methods.html).

[Topdro mov 1 évvola tov cloud computing vEdpyel Kot ¥PNGYLOTOLEITAL TNV ayopd
ta televtaio Tplo ypdvia, €xel yiver meplopiopévn €psvva mOve o€ pebodoroyieg

avédlvong kol amotiunong Kwddvov mov vo  givol €101KE TPOCOPUOGUEVES OTIG
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wwutepotreg Tov Cloud computing. vykekpipéva, ot Prasad Saripalli & Ben Walters
TPOTEIVOVV £val TOCOTIKO TAAIGLO Y10 TV OmoTiunon Tov Kvovvev oto cloud computing
70 2010 [10], evéd 0 ENISA [11], 1 CSA [12] kou n Gardner [13], éxovv kavel Epguveg yia
toug Kvovvov oto Cloud Computing kot £€(0vv EKOMOEL TOL OMOTEAEGLOTO TOV EPEVVDV
aVTOV YOPIG OU®G Vo ONpoctevcovy TV okpipn pebodoroyia v omoio akolovOncav.
Emiong, a&ilel va onueliwdel 6t1 To televtaio ypovia £(ovv dNUOCIELTEL TOALES EpYacieg
Kot ApHpal TOL TPAYHATEDOVTOL TIG ATEIAESG KoL To. LETpO acPdAeloc oto cloud computing
YOPic OU®G (KATé TNV YVOUN HOVL) VO €XOVV TNV GLOTNUATIKOTNTO Kol TV TANPOTNTA
TOV avoeepouevev tapamdve. Evdsiktikd mopadsiypata sivar: [14], [15], [16], [17],
[18] xau [19].

H mepintwon mov gpguvdtar oty cuykekpipuévn epyacia £xel v wontepdtnta Ot
OEV EPELVA KATO0 GLYKEKPIUEVO GVGTILLO TO OTTO10 VO UTOPEL Vo avolvBel wg TPog Tovg
Kvoduvoug pe akpifelo ko dpo dev pmopel va gpappootet  pebodoroyia twv Prasad
Saripalli & Ben Walters [10]. (H peBodoroyia givar mocotiky ko Paciletor oty yvmdon
pe oyeTikn akpifeta mhovoTnT®mV LAOTOINOTG CLYKEKPIUEVOV KIVOLVAV).

YVVETMG, ot kivduvol mov avayvmpilovtal 6to TAAICLO TG CVYKEKPIUEVNG EPYACTOG
o¢ mhovoi edkd yo Tig vanpeoieg cloud eivor 0 cuvOVAGHOG TOV KIVOUV®V TOV
AVOPEPOVTOL OTIC TPELS TAPOUTAVE®D UEAETES.

‘Eva pépoc tov xivddvev (ameildv) mov £(0VV avayvoploTel TEPLEYOVIOL GTOV
TOPAKATO TIVOKO, KOTOVEUNUEVOL avaloyo pe To poviédo g vanpeoiag Cloud.

[Mivaxag 1: Mapadeiypato Anetddv ava poviédo vanpeoiog Cloud.

SEES PaaS laaS

Insecure Interfaces and APIs Abuse and Nefarious Use of Abuse and Nefarious Use of
Cloud Computing Cloud Computing

Malicious Insiders Insecure Interfaces and APIs Insecure Interfaces and APIs

Data Loss or Leakage Malicious Insiders Malicious Insiders

Account or Service Hijacking Shared Technology Issues Data Loss or Leakage

Unknown Risk Profile Data Loss or Leakage Account or Service Hijacking
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T pnopel va yivel mpokeEvou va nocotikonon0ei n aocpaieia
ot untnpeoieg Cloud?

To avtikeipevo g epyacioc avtng elvol vo Tpoteivel Evav TPOTO LE TOV OTOI0 EVOG
VTOYNPLOG TEAATNG VO LTTOPEL VO LETPNOEL LE AVTIKEUEVIKO TPOTO TO EMIMEDO OCPAAELG
TOV TPOGPEPOLUEVOV VINPECIDOV.

Avtd omd povo tov 0dnyel oe évav TEPLOPICHO TOV OMEIMOV G EKEIVEG LOVO Ol
advvapieg kot o Pabuoc €kBeonc evoc opyaviopod 6€ GUYKEKPIUEVESG ATEILEG UTOPEL va
petpnOel amd amdoTAOT KOl VTOUATOTOMUEVL.

Avtd onuaivel 0Tt kivovvol TOV aVOEEPOVTOL O OMENEG Kol odvvapieg mov
oyetilovtar pe Bépata ELOIKNG AGPAAELNG, TPOOTAGIOG Kot dloyelptone amd TNV TAEVPA

TOV TPOGMOMIKOV TOL TAPOYOL OV UTOPOVV Vo LETPTHODV.

Katnyopieg Kivduvwv

[Mopakdto akolovBovv ot katnyopieg KIVOOVOV TOV TOPAUUEVOLY YPNCULOTOIDVTOS
10 mapanave ¢idtpo. I'a va pmopel va dwfactel o mapakdto mivakag Bo mpémel va
AaPovpe vVIOYN Hog TOV TPOTO VIOAOYiIGIHOL TOL Kivdvvov. O kivdvvog (RisK) mpoxdmtet
and 1o ywopevo g ITbovomtog va exdnimbel wo amedny (Probability) pe v
enintowon (Impact) oto dedopéva kot oty Asrtovpyia Tov Oa TPOKVYEL av M GTENY
npaypoatoromBel. Ta amoteAéopata Tov Yivopévou owtob Yo Kabe dtapopetikd (evyapt
TILOV OTOTLUTOVOVTOL 6TOV TapokdTe mivaka. O mivakag avriotoyel oe gl amd Tig
TPoTEWVOUEVES HeBOSOLOYIEG AMOTIUNGNG KIVODVOV OTMG QTN TEPLYPAPETAL GTO TPOTLTO

1SO 27005:2011. [20]

[Tivaxag 2 IMivaxog cvoyétiong peyebov amotipnong Kivohvou
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le?::i?joeitof Very Low Low Medium High Very High
scenario (Wery Unlikely) (Unlikely) (Possible) (Likely) (Frequent)
Very Low 0 1 2 3 -
Low 1 2 3 4 5
Business
Impact Medium 2 3 4 5 6
High 3 4 5 6 7
Very High 4 5 & 7 8

Eniong, o mpokdntewv kivduvog petpdror oe po kAipoka 0 og 8,6totyeio mov pmopel
oV oLVEXEW v pog Ponbnoer oty onpovpyio kpurnpiov amodoyns. H xhipoka
KWwoOVoL o€ auTi TNV TEPImTOON €ivol oA Kot omoteAeital amd TV aKOAovOn
avtieTotyio:

[Tivokag 3: Tlivakog ovtiotowiog mePypaepns EmmESOL KIVOUVOL Kot KAHOKOG

pebodoroyiag Kivdhvou

Yy pedétn / avaivon avt kéBe kivouvog (risk) eépet évav povadikd aptOpod Kot Evav
titho wy. R.4 LOSS OF BUSINESS REPUTATION DUE TO CO-TENANT
ACTIVITIES. Tw «déBe xivévvo €xer mpocdiopiotel n [liBavoétta va viomombei o
kivovvog (Probability) m.y. o€ cvvéyeia Tov mponyovpuevoy mapadeiypatog Probability:
Low, kot m enintwon impact oty vanpecio kot to SEG0UEVE TOV TEAGTN TT.). OE CLUVEYELQ
Tov mponyovpuevov mapadeiyporog Impact: High. Bdon tov wmivoko mov @aivetan
napandve, o cvvovaoudc Probability: Low ko Impact: High, divouv Eninedo kivdvvou
4, onhodn . T va popéaet va vhomomBel avty N amedn Ko vo vdpyeL Kot m
avtioToyn EMNTOON, B0 TPEMEL VAL VILAPYOVY CLYKEKPIUEVES adVVOLLIES TIG OToleg Umopet
va ekpetaidevtel po anedn. [ly. oe cuvéyelon Tov TPONYOVUEVOL TOPASELYLOTOS Ot
Advvapieg eivan V6. Lack of resource isolation, V7. Lack of reputational isolation kot
V5. HYPERVISOR VULNERABILITIES. TéAoc oto nedio Details, mepiéyovtan kdmoteg
EMMALOV OLEVKPWVIGTIKEG TANPOQOpieg TTPoKEWEVOL v pmopel vo yivel meplocdTePO

Katavontdg o Kivovvog.

R.4 Anoliera g @Pu1G TOV 0PYAVIGHOD AOY® TOV EVEPYELMV TMOV GUV-EVOLKLUGTOV
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(LOSS OF BUSINESS REPUTATION DUE TO CO-TENANT ACTIVITIES)
Probability: Low
Impact: High
Risk: 4
Advvapieg:

V5. Advvapieg tov hypervisor (Hypervisor Vulnerabilities)

V6. EXiewyn anopdvoong mopov (Lack of resource isolation)

V7."EMewyn anopdveong erung Lack of reputational isolation
Aentopépelec:

2y mepInTeon Tov LIAPYEL SWUOPOCUOS TTOPOV OVALEGH GE OLLPOPETIKOVG

ypnoteg (1 opyaviopovg), onuaivel 6Tt KakOBoVAES EVEPYELEG TOV VAOTTOLOVVTOL Ot TOV
éva ypnot (évowko) umopei va. exnpedoovy Kot TV Agltovpyio. Kot @Un tov GAAoVL
xpNnot (évowkov). ' Tapddetypa, n omootodn spam e-mails, 1 dievépyela port scans i n
dnuocigvon kat dtoyEtevon KokoOBovilov Aoyioukod amd e vrodoun cloud pmopei va
odnynoel o my. omokAewopd tov IP mov ypnowomnotovv ot ypnoteg (évoukot) (Tov
emtifépevou pali pe Tovg vVToAoTovs «alfmovgy e Kot cuviBwg popalovrot to id1o IP
range), 1 o6& KOTOVOA®ON TOV TOPOV OO TOV KOKOBOLAO YPNOTN UE OTOTEAEGHO TNV

petopévn dtobecttdTNTO Y10 TOVG VITOAOUTOVS YPTOTES K.O.

R.8 EEavtinon nopmv

(RESOURCE EXHAUSTION (UNDER OR OVER PROVISIONING))
Probability:
A. Avikavomnta vo dtaféoetl emmiéov yopnTkdOTNTa TPOG ToVv Teddtn: MEDIUM
B. Avikavotrta va dtafécel v tpéyovca Kot GuUevnOsica yopnTIKOTNTO TPOG TOV
neadtn: LOW
C. Avikavotnta vo dlabéoel emmiéov yopnrikodTta tpog tov neddtn: LOW/MEDIUM
(m.x. o€ CLYKEKPIUEVEG YPOVIKEG EMOYEG XPLOTOVYEVVO, K.0L.)
Impact: High
Risk: 4
Advvaypieg
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V15. Mn Axpiffic povtehomoinon g ypnone tov topwv (Inaccurate modeling of

resource usage)

V27. Avermapkng dwdikooio mpoundelag ko exévovong oe vrmodoun(Inadequate

resource provisioning and investments in infrastructure)

V28. Anovcio TOMTIKNG OYETIKG pe avatato opla otovg mopovg (No policies for

resource capping)

V47. Anovcio tieovacpot tpoundevtn (Lack of supplier redundancy)
Agntopépeteg
Ot vnpeoiec cloud eivar vanpesieg oLV dOVAEHOVY YPNOUOTOIOVTOC EVO LOVTEAO ON-
demand. O ypnotng ypnowwonolel v vanpecio otav v ypewdletar. Ymhpyer M
CLUPOVIO Y. TO EMIMEDO KO TOVG TOPOVLS TOL €VOIKLALEL O ¥PNOTNG OAAG pmopet
avéAoya Le TG avayKeS ToL va (NTHCEL TOPATAV®, EKUETAAAEVOUEVOS Eva amd To PacTKA
yopoktplotikd tov vanpecwwv cloud - Rapid elasticity. O dwapopoaocudc kot
KATOUEPIOUOG TOV TOP®V TOV TOPOHYOL YIVETOL LE TNV YPNOT| CTATICTIKOV TPOPAEYEMDV.
Avto gumepiéyet Tov Kivovvo 0Tt av ot TpoPAdyelg avtég Exovv yivel pe AdBog tpdmo
AMOY® Kakng xpHong tov alyopibumv/ povtéAov 1 AdY®m KOKNG moldtntog dedouévey,
umopel 0 opyaviopog va unv €xet AdPet ta omapaitnto pétpa (EmevoNoelg) | va unv Exet
opBd Katapepicel ToVg TOPOLS. AVTO pe TNV CEPA TOL Umopel va 0ONYNCEL GE uUn

dwbeopotnTa e vanpeciag (Denial of Service / Service Unavailability).

R.9 Actoyio oty amopdvmon Tov TOp®V
(Isolation Failure)
Probability:
A. Private Cloud: LOW
B. Public Cloud: MEDIUM
Impact: Very High
Risk: 6
Advvapieg
V5. Advvapieg tov hypervisor (Hypervisor Vulnerabilities)
V6. EMiewyn anopdvoong mopov (Lack of resource isolation)

V7.’ EXewyn amopdéveong erung Lack of reputational isolation
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V17. IIBavotnto 011 Oa yivel Eheyyoc and to somtepikd tov cloud (Possibility that

internal (cloud) network probing will occur)

V18.ITi0avotnto 611 Oo dievepynBovv €reyyor cuvomapéng (Possibility that co-

residence checks will be performed)
Aentopépeleg

O «ivovvog avtd mepthapPavel TNV 0oTOYiol TOV UNYOVIGU®OV TOV YPNOLOTOIEL O

TAPOYOG Y1 TOV SAUOPUCUO TOV TOP®V HETAED TV EVOIK®OV (.. UV, XOPNTIKOTN T
K.0.). Evdewtikd avagépetar mg mapaderypa o enibeon SQL injection amd évav meldt
| évowko og kdmolov A0, pe Tov omoio porpdlovtar Tovg 18100 Tivakee og o Phon

OedoUEVDV.

R.11 Awkdfevon tov interface ywo tnv dwayeipion ™™g vanpeciog
(Management interface compromise (manipulation, availability of infrastructure))
Probability: MEDIUM
Impact: Very High
Risk: 6
Advvaypieg
V1. Advvapiec AAA (AAA Vulnerabilities)
V4. Avvatdtto. omopoakpuouévng tpocPacng oto interface dwyeipiong (Remote
access to management interface)
V38. Koxn dwapodpewon (Misconfiguration)
V39. Aduvapiec Tov GLGTHHATOS 1} TOL AELTOVPYIKOV GuoTaToS (System or OS
vulnerabilities)
V48. Advvapieg TV Qaproy®v 1| Kokn dlayeipton tav evnuepdoemv (patch)
(Application vulnerabilities or poor patch management)
Aentopépeteg
Enreidn n mpdosPaon tov vanpecsidv yivetol HEG® TOV S1adIKTLOV, Y10, VO LToPEl 0
eEAATNG Vo Exel Tpoofaom kat vo, dtayelpiletar (otov Pabuod mov emtpéneton amd 1o £i60g
™G VINPESiag oV TOV TapEyeTaL) TNV VINpesia Tov datifetar Eva interface. Méoa amd
AT 0 £E0VGLOO0TNLEVOG YPNOTNG dlaxeiplong TG eTaupiag Umopel va eKTEAECEL

EVEPYELEG YNADTEPOL EMTEGOL OO OLTO TV TVTKAV Ypnotdv. Kot emeldn to interface
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a6 givar SMMUOGLO TPOSTEAAGIHO Kot £XEL QVTA TO, LYNAOTEPO STKOUMDLOTO KO

Aertovpyieg, amoteAel Kot Evay HeyoADTEPO Kivouvo.

R.12 Yrokhom TV 0£00UEVOV KOTA TNV peTa@opd
(Intercepting data in transit)
Probability: MEDIUM
Impact: High
Risk:
Advvapieg
V1. Advvapiec AAA (AAA Vulnerabilities)
V8. Advvaypieg tng kpumroypaenong g entkovmviag (Communication encryption
Vulnerabilities)
V9. Anovcio vmapEng 1 adHVoT KPLTTOYPAPN OGN GTO SEGOUEVO TTOV LETAPEPOVTOL
N anobnkevovton (Lack of or weak encryption of archives and data in transit)
V17. IIiBavotnta 611 Oa yivel Eleyyoc and 10 ecwtepkd tov cloud (Possibility that
internal (cloud) network probing will occur)
V18.ITi0avotnto 611 Oa drevepynBovv éreyyor cuvomapéng (Possibility that co-
residence checks will be performed)
V31. Amovcio 6pwv i amovoia dtapdvelag otovg dpovg yprong (Lack of
completeness and transparency in terms of use)
Aentopépeteg
Ye avtifeon pe T Tumikég vrodoués, oto Cloud computing &€ opiopod vrapyovy
TePLocOTEPO Ocdopéva. ov petagépovtol. o mapdostypa, oedouéva mpémel va
HETOPEPOHOVY TPOKEIUEVOD VAL GUYYPOVIGTOVV dEGOUEVE AVALESO GE SLAPOPO PUOTKE Kot
0E0TE UNYAVALLATO, OVALEGO GTOV OLOYEPIOTY Kot avapesa otoug ypnotes. Emiong, éxet
napotnpnOel 011 68 avtiBeon e TIC TVTIKES VAOTOWGEL TTOV 1] ATOUAKPLGUEVT) TPOGPaoT
VAOTTOWOEL HEGH KATO0V €i00VG Secure vpn cvvdeong, oto mepiPdirov cloud o évorkog
OPKEITOL TNV YPNOT] TOV TOPEXOUEVOV UNYOVIGUOV OO TNV HEPLL TOL TOPOYOV Y10 TNV
pdsPocn oty VINPEcia. L& KATOES TEPUTTMOGELS OEV VTLAPYEL YVMOGT OO TV UEPLA TOV
EVOIKOL Y10 TO OV YPNOWOTOLEITOL KOTOWOG UNYXOVIGUOG Yo. TNV TPOGTACIO. TMV

OedOUEVOV KATA TNV LETOPOPA.
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Sniffing, spoofing, emBéceic man-in—-the-middle, side channel attacks eivou mbavég
pebodoroyieg mov pmopel vor eEAmOAVCEL KATO10G TPOKEEVOV VL VTOKAEYEL T, SEGOUEVA

KATO TNV HETAPOPA TOVC.

R.13 Awppon} dedopévorv katd to avifacpa ko To Katéfaosnd Tovg oo cloud
(Data leakage on up/download, intra-cloud)
Probability: MEDIUM
Impact: High
Risk:
Advvaypieg
V1. Advvapiec AAA (AAA Vulnerabilities)
V8.Advvayieg g kpumtoypdonong g emkowvaviag (Communication encryption
Vulnerabilities)
V10. Aodvvapio emelepyacioag TV O£OOUEVOV GE  KPULTTOYPAPNUEVY] HLOPOY|
(Impossibility of processing data in encrypted form)
V17. IBavotta 611 Oa yivel Eheyyoc and to gowtepikd tov cloud (Possibility that
internal (cloud) network probing will occur)
V18.ITiBavotnta 611 Oa drevepynovv éreyyotl cuvimapéng (Possibility that co-
residence checks will be performed)
V48. Advvapieg TV Qaploy®v 1| Kokn dlayeipton tav evnuepdoemv (patch)
(Application vulnerabilities or poor patch management)

R.15 Katavepunuévn andieo vanpeosiog - DDoS
(Distributed Denial of Service DDoS)
Probability: TTehdtng: MEDIUM / TTapoyog: LOW
Impact: ITehdng: HIGH / Tlépoyog: VERY HIGH
Risk:
Advvapieg
V38. Koxn dwapopewon (Misconfiguration)
V39. Aduvapiec Tov GLGTHHATOC 1} TOL AELTOVPYIKOV GuoTHaToS (System or OS

vulnerabilities)
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V53. Mn enapkeic 1} pe KoK S1apOpe®on TOpot Tov AEYYOVV (PIATpdpovV) TV

npocPaon (Inadequate or misconfigured filtering resources)

R.15 Awe€aymyn kaképovrov eréyymv
(Undertaking Malicious probes or scans)
Probability: MEDIUM
Impact: MEDIUM
Risk:
Advvapieg
V17. IIiBavotnta 611 Oa yiver Edeyyoc and 10 ecwtepkd tov cloud (Possibility that
internal (cloud) network probing will occur)
V18.ITi0avotnto 611 Oa drevepynBovv éreyyor cuvomapéng (Possibility that co-
residence checks will be performed)

R.19 Awexdfevon tTng pnyovig Tapoyng vanpeciog
(Compromise service engine)
Probability: LOW
Impact: VERY HIGH
Risk:
Advvapieg
V5. Advvapieg tov hypervisor (Hypervisor Vulnerabilities)
V6. EAdenyn anopdvmong nopwv (Lack of resource isolation)
Agntopépeteg
[Tpokeévov va. pmopei vo mopooyedei n kabe vanpesio cloud ompiletar o pa
e€edkevpévn mhateoppo Tov ovoudletar service engine. To service engine emkdadeton
GTOVG (PLGIKOVG VAIKOVG TOPOLS Kot OloyepileTol Tovg TOPOVS TOV TEAATN GE dLAPOPOL
eminedo. o mapdderypo, oty mepintowon laaS cloud, to service engine eivor o
hypervisor. Y& kamoleg mepmtdoelg To Service engine avamtdooetat kot vrootnpiletal
amo TIC avTIoTOLYEG ETOPIEC KO O KATOLEG TEPUTTAOGELS KOl OO TV KOWATNTO OVOIKTOV
KOO AvO TEPIMTOOT 01 TAATPOPUES AVTEG Hmopel va TapapetporotnBodv Eexmpiotd

Kot eWwd Yy yopotd mapoxo vanpeoiwdv cloud. Tpoeovdg, 6nmg omowadnmote
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£QAPUOYN £TOL Ko TO SErvice engine pmopei vo £yl adLVOUIEG Kal Vo givol ETPPETEG OE
embéoeig N un avapevoueves aotoyiec. 'Evag emrtiBépevoc unopel vo mapeic@pnoetl péoa
oe évo Ty Weatd pnydvmua (virual machine) kot vo SokvPedoel 0 GUVOAO TNG
Aertovpyiog Tov Service engine Kot GuVeEn®MG Kot Tov wapdyov. Evd emiong av kdmolog
TOPEICPPNOEL GTO Service engine pmopei vo £yl mpocfoocn oe OAeg Tig mOavEG
TANPOPOPIES TTOV Elval AmOONKEVUEVES LEGN GE ALTOV KO VO LWTTOPEL GTIV CLUVEYELD VOL TIG
eneEepyaotel, va TapaKoAoLONGEL TNV ¥PNoN TOvg N Vo eTEUPEL € PeYOADTEPO EMimedO

KOl VO, ETNPEACEL TOV TPOTO TTOL EIval SLOUOPAGUEVOL 01 TTOPOL KO

R.25 apapréceig Tov diktHoV
(Network Breaks)

Probability: LOW

Impact: VERY HIGH

Risk:

Advvaypieg

V6. EAletyn amopdvoong topwv (Lack of resource isolation)

V38. Koxn dwapdpewon (Misconfiguration)

V39. Aduvapiec Tov GLGTHATOC 1} TOL AELITOVPYIKOV GuoeTHHaTOS (System or OS

vulnerabilities)

VA41. Zy£010 GUVENIONG EMYEPNOLOKNG AEITOVPYIOG Kot XYEO10 OVAKOUYNG aTO
KOTOOTPOPY TO 010l Eivar EAAETY 1] OeV £0VV SOKIUACTEL 1] ATOVGIALOVY EVIEAMG
(Lack of, or a poor and untested, business continuity and disaster recovery plan)
Agntopépeteg

[Tpoxertan yia évav kivdvvo mov av viomomBel pmopel va emnpedoel To GHVOAO TV

TEAOTAOV TOV TOPOYOL.

R.26 Awoyeipion Atktvov
(Network Management)
Probability: MEDIUM
Impact: VERY HIGH
Risk: 6
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Advvapieg
V6. EAletyn amopdvoong mopwv (Lack of resource isolation)
V38. Koxn dwapdpewon (Misconfiguration)
V39. Aduvapiec Tov GLGTHHOTOC 1} TOL AELTOVPYIKOV cuoTipaTog (System or OS
vulnerabilities)
VA41. Zyé010 GUVENIONG EMYEIPNOLOKNG AEITOVPYIOG Kot ZYEO10 OVAKOUYNG OO
KOTAGTPOPN Ta 0Toia eival EALEIT 1) OV £Y0VV JOKIHOGTEL ] ATOVGIALOVV EVIEAMG

(Lack of, or a poor and untested, business continuity and disaster recovery plan)

R.27 Ahhayn 6tV Kivnon S1kTV0V
(Modifying Network Traffic)
Probability: LOW
Impact: HIGH
Risk:
Advvaypieg
V2.Advvapieg otnv dwoyeipion dikawmpdtmv ypnotov (User provisioning
vulnerabilities)
V3. Advvapieg otnv amopdkpuvon dikoopdtomv ypnotov (User de-provisioning
vulnerabilities)
V8.Advvayieg TG kpumtoypdonong g emkowvaviag (Communication encryption
Vulnerabilities)
V16.Advvapio eréyyov g diepyaciog amotipunong advvapumyv (No control on

vulnerability assessment process)

R.28 KMpakoon stkaopdatov
(PRIVILEGE ESCALATION)
Probability: LOW
Impact: HIGH
Risk:
Advvaypieg
V1. Advvapieg AAA (AAA Vulnerabilities)
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V2.Advvapieg otnv duoyeipion dikawmpdtmv ypnotov (User provisioning

vulnerabilities)

V3. Advvopieg oty amopdkpuven dikouopdtov ypnotov (User de-provisioning

vulnerabilities)

V5. Advvapieg tov hypervisor (Hypervisor Vulnerabilities)

V34. Mn Eekaboapa opiopévol porot kot vrevbvvotnteg (Unclear roles and
responsibilities)

V35. Kakn epappoyn tav péorov (Poor enforcement of role definitions)

V36. Agv gpapuoleton n apyn Need-to-know (Need-to-know principle not applied)

V38. Kakr| drapopewon (Misconfiguration)
Aentopépeteg

Otav vrdpyer dtopolpacpds TOpwv VIaPYEL TAvVTA 1 TOOVOTNTA Ol KUKOPOVAES

dpactnplotnTeg €vog xpnon (evoikov) va éxovv kamota (kakn) eMinTO®ON Kot 6TNYV EUN
0V GAAOL ypnotn (evoikov). o mapdderypo amoctorn spam e-mails and v dnudoia
IP tov mapdyov, v omoia v o N mo mbavd cto o range va ypNGYLOTOLOVV Kol Ot
vdAoumol évowkol. Avtd Ba elye o¢ amotélespa o1 cvuykekpléves IP va onuavBodv mg
spammers kot vo pmovv otnv avtictoyn black list mapsunodioviog €161 v cwot
Aertovpyio T@v GAlwv evoikwv. To 1810 1oydel ko pe dAAeg evépyeleg Ommg m.y. port

scanning «.a.

Aduvapisg

Agdopévov 0Tt ot amehég LVILAPYOVY CAAL ekONADVOVTOL HOVO OTOV UTOPOVV v
ekpetodlevtodv (exploit) kémoto advvapia, apkel KAmOL0g VoL LTOPEL VAL OvVayvV@piGEL TOV
Babud vmopéng tov oxetikdv advvodv. ‘Hom omv Biproypagio vrdpyovv apketéc
myég Yo advvopieg oto Cloud computing. Evdeiktikd avagpépovtar ot: [21] o [22].

Ot advvapieg mov oyetiCovtal Le TOVG TAPUTAVED KIVOUVOUG KOl OTEINEG TEPLEXOVTOL

oToV 0KkOA0V00 Tivaka.
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[Tivaxog 4 Ovopaotikog wivakag Advvouimy

Avayvoprotiko | Heprypagi)
V1 Advvapieg AAA (AAA Vulnerabilities)

Advvapieg otnv dwayeipion dikouwudtov ypnotodv (User provisioning
V2 vulnerabilities)

Advvapieg oty omopdkpuvorn dikaiwpdtov ypnotov (User de-
V3 provisioning vulnerabilities)

AvvototnTa anopakpuopEvng pocoBaong oto interface dtaxeiplong
V4 (Remote access to management interface)
V5 Advvapieg Tov hypervisor (Hypervisor Vulnerabilities)
V6 ‘EALetyn amopdvoong topwv (Lack of resource isolation)
V7 "EAdenym amopovmong enung (Lack of reputational isolation)

Advvapieg g Kpumtoypaenong ¢ emkowveoviog (Communication
V8 encryption Vulnerabilities)

Amovoila Ymapéng M adbvoun Kpumtoypdenorn oto dedopéva oV

petapépovton 1 omodnkevovron (Lack of or weak encryption of archives
V9 and data in transit)

Advvapio eneEepyociog TV Oed0UEVOV GE KPLTTOYPOPNUEVT] LOPON
V10 (Impossibility of processing data in encrypted form)

Mn Axpinig povtehomoinom g ypnong twv mépwv (Inaccurate
V15 modelling of resource usage)

Advvapia gréyyov g depyaciog anotiunons advvapmv (No control
V16 on vulnerability assessment process)

MBavotnta ott Oa yiver éleyyog oamd 10 eowtepikd tov cloud
V17 (Possibility that internal (cloud) network probing will occur)

[MBavotnta 611 Ba drevepynbovv éleyyor cuvimapéng (Possibility that
V18 co-residence checks will be performed)

Avemopkng — owdikacio  mpounfelag Ko EMEVOLONG o€

vrodoun(Inadequate resource provisioning and investments in
V27 infrastructure)

Amovcio TOMTIKNG GYETIKA e avdToTo Opla 6Tovg TOPoLg (No policies
V28 for resource capping)

Amovoio 6pov M anovcia dupdvelag otovg 6povg xpnong (Lack of
V31 completeness and transparency in terms of use)

Mn EexdBapa opiopévol porot ko vrevbuvotnteg (Unclear roles and
V34 responsibilities)
V35 Kaxn epappoyn tov péoAwv (Poor enforcement of role definitions)

Aev gpoppoleton n apy” Need-to-know (Need-to-know principle not
V36 applied)
V38 Koakn swopopewon (Misconfiguration)

Advvapieg TOL GLGTAKOTOG 1) TOV AEITOLPYIKOL GLGTNHATOG (System or
V39 OS vulnerabilities)
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2x€010 GLVEYIONG EMYEPNCIOKNG AsrTovpyiog Kot XxE010 avVAKOUYNG
amd KotaoTpoen To omoio givor eAAewmn N 0ev €Yovv OOKIUOOTEL M
amovotalovv evtedwg (Lack of, or a poor and untested, business
V41 continuity and disaster recovery plan)

V47 Anovcio mtheovacuov tpoundevtn (Lack of supplier redundancy)

Advvopieg TOV €QUPUOYDOV 1 KOKN OlXEIPION TOV EVNUEPDOCEMV
V48 (patch) (Application vulnerabilities or poor patch management)

Mn enapkeic 1 pe KoK SIOUOPP®ON TOPOL TOV EAEYYOLV (PIATPEPOLV)
V53 v npodcPaon (Inadequate or misconfigured filtering resources)

Evod otov akdiovBo mivoka @oaivetar 1 obvoeon avdpeso ot amellég Kol GTO
EMMEDO TOL TOPAYOUEVOL KIVOHVOL. ANAadn:

Advvopieg oyeTik@ e TovV TPOTO awOeVTIKOTOINGCNG, avVayvVOPIoNS Kol EAEYXOV NG
TpocPacng evog ypnotn 6To cvuotnua, oxetiletar pe toug Kivdvvoug R12, R13, R28 kot
o€ K0Be TEPINTOOT TO AMOTELEG A EKONADOTG OVTOV TV Kvduvemv givar Medium.,

[Tivokag 5 Amotomwon TG oLVOESN OVAULESH OTIS OMENEG, OTO €MIMESO TOV
TOPOYOUEVOL KIVOOVOL Kol TNV GuYVOTNTO EUEAVIONS NG Kabe advvopiog otov

avTioTolyo Kivouvo
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Number |Description R4 |R8|R9|R11R12|R13|R15[R18|R19(R25|R26|R27|R28|Count|Max

V1 AAA vulnerabilities HIM| M M 4 H

V2 User provisioning vulnerabilities M| M 2 M

V3 User de-provisioning vulnerabilities M| M 2 M

va Remote access to management interface H 1 H

V5 Hypervisor vulnerabilities M H M M 4 H

V6 Lack of resource isolation M H M| M| H 5 H

V7 Lack of reputational isolation M H 2 H

V8 Communication encryption vulnerabilities M| M M 3 M
Lack of or weak encryption of archives and

V9 data in transit M 1 M
Impossibility of processing data in encrypted

V10 form M 1 M

V15 Inaccurate modelling of resource usage M 1 M
No control on vulnerability assessment

V16 process Affected assets M 1 M
Possibility that internal (cloud) network

V17 probing will occur H M| M M 4 H
Possibility that co-residence checks will be

V18 performed H M| M M 4 H
Inadequate resource provisioning and

V27 investments in infrastructure M 1 M

V28 No policies for resource capping M 1 M
Lack of completeness and transparency in

V31 terms of use Affected assets M 1 M

V34 Unclear roles and responsibilities M 1 M

V35 Poor enforcement of role definitions M 1 M

V36 Need-to-know principle not applied M 1 M

V38 Misconfiguration H M M| H M 5 H

V39 System or OS vulnerabilities H M M| H 4 H
Lack of, or a poor and untested, business
continuity and disaster recovery plan

V4l Affected assets M| H 2 H

\%Zy, Lack of supplier redundancy Affected assets M 1 M
Application vulnerabilities or poor patch

V48 management Affected assets H M 2 H
Inadequate or misconfigured filtering

V53 resources Affected assets M 1 M

Yy evotnta mov akoAovdel avolbovtar ot advvapieg ko opiletan évo baseline pe

Baon dibpopeg mnyég Pipaoypagioc. Evdeiktikd avagépovrar ot [23], [24], [25], [26],

[27], [28],

[29], [30] ko [3]

AvaAuon twv aduvapwwy (Vulnerabilities)

Vi Aduvapieg AAA
(Authentication, Authorization, Accounting)
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O 6poc Authentication avagépetal otny diepyaciog He TNV OTOIA 1| TAVTOTNTO UG
ovtotTntag Tovtomoleital, ocuvnBmg mapéyovtog tekunpl OtL €yel otnv 01dbeon Tov
ovykekpuéva ototyeio (0nmg elvar ovayvmploTikKd Kot HUGTIKOG KOIKOG, GTOLXEIN TOV
e€ayovtal oo po YeEVVTpLo aptOpdv, K.0.).

H dwdikacio tov authorization mpocdiopilel av pio GLYKEKPIUEVT OVTOTNTO Eivorl
€EO0VGLOOOTNUEVN VO eKTEAEL o cvykeKPUEVN dpaotnprotnta. Tl cvykekpyiéva, pe
tov 0po Authorization meprypdpetar n dwdikacio pécm ™G omoiog kabopilovral ta
SKOLOUATO YPNONG OTOVG TOPOLS. ZVVHOWG 1 €£0VG1000TNON OMOTEAEL GUVEXELDL TNG
dwdkooiag (7 kAnpovoueitar) g Swdikaciog tov Authentication, o6toav kdmotog
eleépyeton o€ o vanpeoia cloud computing. H e€ovoio0d6tnon pmopel va opiotei péoa
and o 6epd amd TEPLOPIGHOVES TOV UTOPEL VO 0pOopovV ToV Ypdvo cvvdeons (dpa Kot
NUéEPQ), N TEPLOPIGUOVS TOTOV 1| TPOTOV GVVIESNC K. 0.

Evd téhog, pe tov 0po Accounting meptypdeetot 1 mapakodlovdnon Kot o EAEYY0C TG
KataviAwong mopwv amd TV TAELPE TOV YPNOTOV OAAG Kol 1) GLUTEPIPOPA TNG
dwdwkaciag authentication kot authorization. Ta omotedéopata G Swdikaciog
accounting emtpémovy v enoinbevon v opbOTNTO TS EPAPUOYNG TOV SLOSTIKOCIDOV
o0 ovotquatog ( mepapPovopéveov kot tov authentication kot authorization
dwdkactav). Or cvvnBeig mAnpogopieg mov GLAAEyovtol omd TNV Asttovpyic oG
dadikaciag accounting givat 1 TaVTOHTNTA TOL XPHOTN 1 TNG OVTOTNTOG TOV TPOCTEAAVVEL
oV TOPO, T0 €100C TG VINPETIAG TOV TAPEYETAL, O YPOVOG TNG EVOPENS Ko ANENS NG
TOPOYNS TNG VANPESTAGC, 1| CLUUOPPMOON 1 OYL KATOL0L KAVOVA K. 0.

‘Eva. moAD amhd (YounAng ao@dAeiag) cvotua mov eAEyyel v avbeviikoroinon,
€E0V01000TNON KoL EAEYYO TV YPNOTAOV OTIG VINPEGIES UTOPEL Vo H1EVKOAVVEL TNV Un|
eEovorodotuévn mpodcsPacn otovg mOPovsg, TNV TPOcPacn GE TOPOVG TOL  EXOVLV
peYaAVTEPO Mimedo acpoieiog amd avTd mov emBVUEL O OPYAVIGUOG Y10 TOV OVTIGTOLYO
APNOTN EVO Umopel va 00NYNGEL G ALV AtO TNV TAELPE TOV OIOKTNTY TOV TOP®V
va eléyEel (yvnlamoel / mopakoAovONGEL) TNV KOKN (PO TOV TOPOV KOl TNV
EKONAMOT| TEPIOTATIKAOV OGPAAELNLG.

Avt ™ otiyun, 10 peyaAdtepo pépoc tov vanpeoidv cloud computing mapéyovv

évav cuvovooud User name kot password og tpdémo avbevtikomoinong yio v €i60do.
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Avtd onuoivel OTL Yoo Vo OTOKTNOEL KAMO0G TPOSPacn oTnv LaAnpecio omAd
YPNOUOTOLELS Vo cuvdLaoud USer name kot password.
[Mapadeiypoto tpdTOL €16050V Gg vanpecieg cloud computing:

Gmail

2uvdean Google

HAsxTpovikd Tayudpopsio

Kwdikog mpoo faong

m | lNapapsivers ouvdebepévog

Aev pymopeite va amoktiosts MpdoPacn oTov
Aoyoplaopd oag;

Google Box (on line storage):
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%@ Setup your Box account

and
Password

Please create a private
password of at least 6

characters you will use to log
into Box

Strength

Confirm Passward:

Already have an account?
Login to access these files from your account.

To kdbe cvoT o awbevTikomoinong 16050V umopel va &gl Lovo Eva USEr name ko
password oA LITAPYOVV JAPOPOL UNYAVICUOL Kot HETPO. OOPAAEING TOL WTOPEL Vol
€164yel 0 TAPOYOG TPOKEUEVOL VoL TapEXEL TO EMOLUNTO eMinedO AcPUAEiNC.

Tétow yapaktnplotikd sivat:

To TAR00¢ TV YapoKTHP®V TOL amapTilovy Kot eAdyIeTOV TOV KOdKO password

To €idoc TV yapaktHpwV oV omoptilovy Kot eAdyioTov Tov Kmdkd password

Tnv cuyvotta pe v omoia emPdAretar | odloyr| kKodwkov password

To mAn0o¢ otopikov mov dratnpeitar (password history 1 onuaiver 6t kémolog dev
umopet otav alddéel to password tov va Pdiet avtd Tov giye mpv)

To TNB0¢ TV amoTVYNUEVEOVY TPOGTAOEIDV glcaymYNG password péypt va KAEWBOGEL
0 AOYOPLOGLOG

To ypovikd ddotnuo KAEWOUATOS Kol 0 TPOTOG EEKAELODLOTOG,.

AxolovBolv kdmola Tapadeiypoto amd o UETpa. ac@aAeiag mov Exovv elcaydel o
Kamoteg vanpeoieg cloud computing:

Google mail:
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yaplaopog oag Google
KATI TTEPICOOTEPO ATTO Loile
il test iro
g, GUL{NTTOTE, POIPOOTEITE EmiAg i .
Jppartiors, amoBnkeloTe, OpyavLIOTE, TAELTE To Gvopa xpriom oag
aaTEiTE, avakaAyTE Ka testirod @gmail.com

pyNoTE. XpnoipoTToINoTE TpoidvTa

.

[P E Je o oonnlo P

loyog kwdikol mpoofaong:

XpnogoTromnoTe TovkayioTov 8 YOpaKTrpEes.
My ¥proIUoTTONTETE TOV KLBIKG
Tpoofaong yia kdmolov dhhov 1I0TGTOTTO 1)
KAT TTACIPavES GTTLIS TO OVOUT TOU
karoikidiol oag. Nari;

TE TA TrOVTd JA(l odc.

ag QLITOYPOPIEC Kal
- aTrd oToadRTToTE CUoKEUR.

Anmoupyia kwdikol Tpoofaong

Eivan s0koho va poavtws kaveic pia ouvnBiopévn
MEn. Aowpdote Eavd kar ehdyETe T ypappn oyiog
ToU Kwdikod TTpocfaong.

Empefamwore Tov kwdikd mpoofaog oag

Mevébha

1 Ampihiog S 1900

[T N

(Restriction in password creation: TovAdyiotov 8 yopaktipeg Ko complexity)

Dropbox (storage)

e " Lg= S T
\7-

A

Welcome to Dropbox!

Bring your photos, docs and videos anywhere. Take a tour.

Iro

Test

irotest1@gmail.com

Enter a value at least 6 characters long > oo

Very weak @

| agree to Dropbox Terms

Create account

What is Dropbox?

To povo restriction eivor vo eivon to password €EL Omol0WONTOTE YOPOUKTHPES
(complecity dgv givar vToypemTIKO).
Microsoft Online Services (Office 365)
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* AgvBuvan
niskTpovikoy |irotestl@gmail.com
Tayudpopsiow:
*OVOopd VEOU  [rotest .onmicrosoft.com [ Ehsyyog SiaBsopoTnTog ]
TOHER: Ty givou outod

O topioc Irotest.onmicrosoft.com eivon SiaBiopog

*Meo ID  iro @Irotest.onmicrosoft.com

XpNoTn: 8a XPNOPOTOUOETE TO GVAYVWPLOTIKO XPHATTN OE, VIO Wi TTPpoyHoToTow gsTE sioodo.

= Anoupyia | < X
VEOU KWSIKOU Touhdotow 8 yapokthpss. Me Swdkplon mefwy|  ATIOUTEITAL IGXUPOG KinBIKGG
npéopaonc: npocpaons. O wxupoi Kwdikoi
= EmBefaivon npocfaong mepiExouv B-16
VEOU KWSIKOU Xopoktripeg, Sev meplhapfavouy
npéopaanc KoweEg AEEE1g ) ovopaTol Kol
ouvdualouv kepahaia, meda,
Wﬁj‘l apl@poig kol cupfoio.

* EmaAn8suon:
MNAnkTpoloynoTs Toug ¥OpoKTHpeg TTow BASTIETE TTOpOTIavL.
O unnpeoieg Microsoft Online Services Ba smkowwvody podl oog yu
guPPouAsg OXETIG PE TN XPHCN TWY MPoloVTWY KL TWV UTINPE01WY TOUC.
MTopsiTs vo KXTAPYHOETE TNV SYYpOpr ooag avd mdoa oTiypn. Nao
MEPLOTOTEPEG TANPOPOPIES OYETIKG PE TIC ETMIAOYEG sMIKoWwviag, avatpsits
otnv Emcrpovon mEpl mpoodTacics MTpogwmikwy Ss8opevwv.

O unnpeoieg Microsoft Online Services pmopouv va smikowwvouw pali pou
Yo MANPOQOPIEC OXETIKG JE To TIPOIOVTO, TIG UTINPECIES KoL TIC EKENAWOELC
O topcag Irotest.onmicrosoft.com siven SiaBémpog

* Mio ID iro @Irotest.onmicrosoft.com

XpPAOTN: Ba XPNOIHOTOGETE TO CVOYVWPLOTIKG ¥ ProTn 0o, YU VA TIpoyaTonowoeTe sicodo.

= Anpoupyia |-ooo--o- %
VEOU KWBIKOU  Toyrgyiomov 8 yapaxtripes. Me Sidkpion neloy|  ATouTsiTal 1GXUpoE KWBLKOG
mpocaanc: npochaonc. ZuvEUAOTE TOVAKXIOTOV
Tpic omé Ta =G kEpohaic, TELE,
« EmiBeBodwon aplOpoug kol oupfoha.
VEOU KWEIKOU esessses

npoopoong:

Onwg yivetoaw avtiinmtd PAEmovtag to mapondve mopadeiypoto, kibe mhpoyog Kot
yo kéOe vnpeocia propei va epapuodletl dopopeTikn TOATIKY Yo To authentication.

Eivon kpioipo og avtd 1o otoryeio va tebel Eva baseline, po Bédtiotn kowd amodekt
TPOKTIKN GYETIKA L€ TOL USEr Names kot passwords.

Koatd xopote, pe v e£€MEN g teXvoAoYiag Kot omd TNV HEPLE TNG ACPAAELNG

oAAG Kot amd TV AN TAsLpd, N PEATIOTN TTPpOaKTIKN dAAGLEL. AVT TN OTIYU] COUP®VA
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pe otoyein g PPpMoypapiog, ot mopakdtw pvOuicelg eivar yevikd omodekTéG G
baseline:
To mM00og TV yapakTtpeV Tov amaptilovy Kot eAdyIoToV TOV Kmdtko password: 7
To &idog TV yapakmpov wov omaptilovv Kot eAdylotov ToV KOotkd password:
2uvovac g amd TOVALIGTOV £va TECO YPAULO, £V KEQOAAIO YPappa Kot Vo VOOULEPO.

[TAn00¢ cuuPorwv: Tovidyiotov 1

Kd&Be pia amd avtéc tic emhoyéc amd poveg toug odnyet oe éva mAnboc duvotmdv
ouvovacpmv. O mPOTEWOUEVOS GLVELOOUOC YOPOKTNP®Y ©To Password, diver tnv
dvvatdmTo EMAOYNG avaueca oe 6.48 10% SLPOPETIKOVG KMOKOVG, KAVOVTOS TNV
gpyocio «oTAGIHLATOS) TOV K®OWKOD TOAD 1o OVGKOAN amd OTL oV 0 KOIKOG amapTiloTay
and 7 yopaktpeg (Loévo apfpol — 107).

[Tivakag 6 TTAN00¢ S1opopeTiKdY GLVIVAGUOV avd TANO0G Kot £100G Yyneimv

Character set 5 6 7 8 9 10

0-9 1.00e05 1.00e06 1.00e07 1.00e08 1.00e09 1.00el0
a-z 1.19e07 3.09e08 8.03e09 2.09ell 5.43el2 1.41el4
a-z,0-9 6.05e07 2.18e09 7.84el0 2.82el12 1.02e14 3.66el5
a-z,0-9,3 punct 9.02e07 3.52e09 1.37ell 5.35el2 2.09e14 8.14el5
a-z,A-Z 3.80e08 1.98e10 1.03el12 5.35el13 2.78el5 1.45el7
a-z,A-Z,0-9 9.16e08 5.68e10 3.52e12 2.18el4 1.35e16 8.39el7

a-z,A-Z,0-9,32 punct 7.34e09 6.90ell 6.48el13 6.10el5 5.73el7 5.39el9

Tnv ovyvomro pe v omoio. emPdrretor M odkayn Kodwol password: Oyt
peyoivtepn tov 90 nuepdv

To mAnBog 1oT0p1KOV TTOL draTnpeitat: 10

To nAn00o¢ TV amotvyNuUéveV Tpoomadeldv eloaymyne password uéypt va KAEWOMGEL
0 Aoyoplacpog: 10 amotuynpéves mpoonddeieg 10000V Gg 5 AemTA.

To ypovikd dtotnua KAewopotog: 10 Aentd

0 TPOTOG EEKAEWDDUOTOC: Xe MEPIMTOON OV 0V LIAPYEL Olbéco dTopo Yo va
Khvel yepokivnto v dwdikacion EEKAEIOMUATOS TV Aoyoaplacumy, Ba mpémel va
VILAPYEL £VaG aVTOUATOG TPOTOG. Me Tov TpOmMO 0VTO HEIDOVETOL 1) avAyKN YioL VIapén
ATOUMV Kol AOYOPOCoUOV He DYNAG dikondpato kot divel kot éva peyoddtepo eminedo

eveMélag ywo tov ypnotn. H owdikacio Eexhewwopoatog Oo mpémer va €xer €va
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wavonomtikd enimedo aceareioc. [lepiocodtepa otoryeia avagépoviar onv emodpeEVN
EVOTNTOL.

Eniong to Passwords dev mpémet:

Na mtepiéyovv 1o dvopa Tov ypnotn 1 To login ID.

Na mepiéyovv kavovikn AéEn n onola umopet va teptéyeton péca oe £vo AeEKO.

Na égovv mepiocdtepa amo 2 idia ypaupara (.. abbbedd).

2xedov OAo. omd TO TOPATAVEO UTOPOLV VO €AEYYOOLV amd TNV TOMTIKY TOL
OpYOVIGHOD KoL TNG VINpeciog xwpic va yiver log in 1 ypnoporoidvtag po tpocPacn
trial.

[Tivaxag 7: [opadetypata a&lordynong

Cloud min punctuation
Services ammount of mark
Examples characters complexity | possible
Dropbox 6 no yes
Microsoft

365 8 vyes yes

Google

apps 8 vyes yes
googlebox 6 no yes

‘H evalloxtikd, o éheyyoc umopel va yivel amevbeiog oe TPOypAUUATO OTMOS TO

passwordmeter (www.passwordmeter.com), to omoio divel £va GuvoAlkd SCOring yio to

OG0 AcQUAES Kat Gpa AydTEPO EVKOAO VO, 6TAGEL €ivor To KabBe password.

[Mopakdte akorovBodv Kamolo Tapadelypota:

EANVIKO Avolkto Mavemiotipto: NAHE — Authwpatikr Epyaoia 48/116


http://www.passwordmeter.com/

_
@ Xat{omovAoL Apyup EAETXOZ MHXANIZMQN
s ASQAAEIAS 5TO CLOUD

Minimum Reguirements

» Minimum 8 characters in length
s Contains 3/4 of the following items:
i - Uppercase Letters

- Lowercase Letters

- Numbers

- Symbals

&) | Mumber of Characters Flat +{n*d) _
&) | Uppercase Letters Cond/Incr | +{{lten-n)*2) _
) | Lowercase Letters Cond/Incr | +{{lten-n)*2) _
& | numbers Cond +{n*4) _
€3 | Symbols Flat +{n*a) _
€3 | Middle Numbers or Symbals Flat +{n*2) _
€3 | Requirements Flat +(n*2) _

Deductions

& | Letters Only _
& | Mumbers Cnly Flat - _
&) | Repeat Characters (Case Insensitive) Comp = _
& | Consecutive Uppercase Letters Flat -(n*2) _
&) | Consecutive Lowercase Letters Flat -{n*2) _
& | Consecutive Numbers Flat -{n*2) _
& | Sequential Letters (34) Flat -(n*3) _
& | Sequential Mumbers (34+) Flat -{n*3) _
& | Sequential Symbels (3+] Flat -{n*3) _

) Exceptional: Excesds minimum standards. Additional bonuses are appliad.
& sufficient: Meats minimum standards. Additional bonuses are applied.
i) Warning: Advisory against employing bad practices. Owerall score is reduced.

&) Failure: Doss not mest the minimum standards. Overall score is reduced.
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Minimum Requirements

» Minimum 8 characters in length
s Contains 3/4 of the following items:
- Uppercase Letters
- Lowercase Letters
- Numbers
- Symbols

&) | Number of Characters Flat +{n*d) _
&) | Uppercase Letters Cond/Incr | +{{len-n)*2) _
&) | Lowercase Letters Cond/Incr | +{{len-n)*2) _
ﬁ Numbers Cond +in*4)
€3 | Symbols Flat +{n*a)
& | Middle Numbers or Symbals Flat +{n*2)
€3 | Requirements Flat +(n*2)

5 |
o |
E
B
@ | Letters Only _
() | Numbers Cnly Flat -n _
iJ) | Repeat Characters [Case Insensitive) Comp = _
& | Consecutive Uppercase Letters Flat -{n*2) _
&) | Consecutive Lowercase Letters Flat -(n*2) _
i) | Consecutive Numbers Flat -{n*2)
& | Sequential Letters (34) Flak -(n*3) _
i) | Sequential Mumbers [34) Flat -(m*3) _
& | Sequential Symbels (3+] Flat -{n*3) _

) Exceptional: Exceeds minimum standards. Additional bonusas are applied.
& sufficient: Meats minimum standards. Additional bonuses are applied.
i) Warning: Advisory against employing bad practices. Cwverall score is reduced.

&) Failure: Doss not meet the minimum standards. Overall score is reduced.
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Minimum Requirements

» Minimum 8 characters in length
» Contzins 2/4 of the following items:

O - Uppercase Lettars
7308 - Lowercase Letters

- Mumbers

Strong - Symbols

& | Mumber of Characters Flat
& | Uppercase Letters Cond,/Incr
i | Lowercase Latters Cond/Incr
& | Numbers Cond
& | symbaols Flat
& | Middle Numbers or Symbals Flat
i | Requirements Flat

Deductions

& | Latters Only

& | Numbers Only Flat -n
i) | Repeat Characters [Case Insensitive) Comp -
& | Consecutive Uppercass Letters Flat -(n*2)
(0} | Consecutive Lowercase Letters Flat -(n*2)
(0} | consecutive Mumbers Flat -(n*2)
& | Sequential Letters (2+) Flat -(n*3)
& | Sequential Numbers (3+) Flat -(n*3)
&) | Sequential Symbols (3+)

& Exceptional: Exceeds minimum standards. Additional bonusas are applisd.
&) Sufficient: Mests minimum standards. Additional bonusas are applied.
() Warning: Advisory against employing bad practices. Overall score is reducad.

€3 Failure: Do=s not mest the minimum standards. Overall score is reduced.

"o v mpodiarypagn:

To mn0og TV amotuynuévev Tpocmadeldy eleaywyng Password péypt vo KAEIOMOEL
0 Aoyoplacpog: 10 amotuynpéves mpoonddeieg 10000V Gg 5 AemTA.

O é\eyyoc umopet va yivel uovo pe kamoto epyaieio to omoio va dievepynoet Eva brute

force attack. O okomdg ypnong tov epyaieiov eivor eréy&er Oyt udvo v dbvaun Tov
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password aAAd kot v vmapEn 1 Ol TOAMTIKNG Yo Tpootacio amévavtt o brute force
attack (lockout after 10 failed login attempts in 5 minutes and the corresponding lockout
duration).

Mepd and ovtd to epyareio givar:

Aircrack

Cain and Abel

John the Ripper

THC Hydra

ophcrack

Medusa

fgdump

LOphtCrack

SolarWinds

RainbowCrack

Wfuzz

Brutus

Agv vmapyer m dvvatdtTo va yivel éheyxog tov Authentication extdg omd puo
nepintwon. H nepintoon avt eivon otav €xet yiver évag ypnotng lockout 1 éxet Egxdoet
TO USername 1 to password tov.

YT TEPWTMOOELS AVTEG, N PEATIOTN TPOKTIKY €ivon vor dnpuovpyesital £vo pmvopo
AGBovg to omoio OpmG Vo UnV TEPLEYEL KAMOO OVAYVOPLOTIKO Kol v pnv oivel

TANPOQOPIeEg GYETIKA e TO TTO10 GTOoLYElo Elvan AdBog.

ILy.
To avopa yproTn f o kwdikds TMpoopacns Tou
KOTaywpioare gival ecpaipiva.
I

Emiong, eivor onuovtikd oe mepimtmon mov KATO0G YpNOTNG £XEl OMOKAEIGTEL
(lockout) vo e&aoporiletor O6TL 01 YpHOTEG OV (NTAVE ETAVAPOPE KOIIKOV TPOGPOoNG,

va yivetal Oetikn emPBePainon g TovTOTNTAS TOLG.
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€ QUTEG TIC TEPUTTAOGELS 1 PEATIOTN TPOAKTIKY| EivatL:

Noa ypnouonotovvor 6mov givor duvatd One-time-password tokens 1, smart cards
Blopetpikd otoryein tov ypnom. Omov ovtd dev eivar dvvatd 0Oa mpémer va
YPNOUOTTOLEITAL O PUNYAVIGHOG T®V Security questions.

e QUTEC TIC TEPUTTAOGELS Oa TpETeL:

Noa {ntovvtat omavInoelg o€ 0G0 TEPICCOTEPES EPMTNCELS YIveETL

As many questions as possible should be used.

H dvokoAia amdvinong tg kdbe epdnong o mpénetl va tpocsdiopiotel. H cuvorikn
OVOKOAIDL TOL VO HOVTEYEL KATO0G TIS OMOVTNOCELS OTIS EPMTINCEIS OCPUAEING 7OV
avBevtcomolovv tov ypnotn Ba mpémel va givon mepimov n d pe v dvokoAia va
pavTéyel kamotog to password tov ypHot.

O ypnoteg Bo mpémel vo KOAOLVTOL VO dOMGOLY OTOVTNGES TOGO GE TPOCMTIKA
emAeyHéveS epmTnoel; 060 kot oe tomikéc. H dwdikaoio tov lockout Oo mpémer vo

epappoletat pe Tov id10 TPOTO OTME Kol GTNV TEPITTOOT TOVL Password.

ILy.

—eXAoarte TO OVoua XProTn OOg;
Eioayayers ) SigtBuvon nhektpovikod Tayudpopusiou amokaTdoTacng Tou Kataywpioare kard T dnuioupyia Tou

hoyaplaopol oag ko eTTainBelote Tv avBpwmivr oag uTrdoTacn TANKTpoAoywvTag Tic 800 TTOPaPOpPUWPEVES
hEEeig mou axohouBolv.

AisdBuvon nhektpovikou Tayudpopsiou:

Napapoppwpiveg AEeig:

Oessigh
=

c+v H

about
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BonBeia pe Tov KWIKS TTpdoRacng yia Tov Aoydapliacud
irotest1@gmail.com

ATavInon oTnv £pWnon acpaieiag
aa

Z1nv ammdvinorn acpaieiac Bev yiveran SIdkpion TefWwv-Kepahaiwy.

Lev gival Suvarn n Tpdopacn o omoladToTE amd auTic TIC EMACYEC oToKaTATTaoNC; EMBERMILCTE TNV TAUTATNTA TOg
QITOVTUINTOE TF TIOAMITTAES ZPWITOEIC OYETIKG WE TOV ACYOpIOTUS Cag.

Egshign
I |

ZYETIKGA pe Tov Aoyaplaopo cag Google

O 1eheutaiog kwdikdc TpdoPaone mow BupdoTs (Ataimsita)

Mdte Arav n 1eheutdia @opd Tou utropioate va guvdeBzite otov Noyapiaopd oag Google; (Amairzital)
Mrijvag ¥ Huépa Erog
Mote dnuiovpynoars Tov Noyapiacpd oag Google;(Atarmsitar)

Mijvag > Froc

Ooo apopd T1g vtdAoTEG Tapauétpovg Tov authentication kow accounting dev pmopet
va VapEetl KAmol0g TPOTOG AVTOUATOTONUEVOL 1| NUL-CVTOUOTOTOMUEVOD EAEYYOV TV

GYETILOUEVAOV OOVVOULDV.

V2 Aduvapieg otnv Staxeiplon SIKOLWHATWY XPNoTWV
(User provisioning vulnerabilities)

Ye évao opyovOUEVO GUOTNUO, o€ KABe xpnotn amodidovrol dwkoduato Pacn g
TOMTIKNG €AEYYOL TPOGPacng tov opyoviopoV. Otav oty dadikacio anddoons Tov

OKAOUATOV 0AAL Kot 6TV ¥p1oM TOLG LILAPYoVY advvopies, Tote pmopel vAoToBovV
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kivovvol. Téroleg advvapieg pumopel va eivat: Kakn o10dkacion amrdo00mNG SIKAIOUATOV,
KaBvoTEPNUEVOG GUYYPOVIGUOC OVAUEGO GTO GUGTHLOTO TTOV JlUTNPOVV GTOLKEl OE
oxéon pe v mpoécPacn Kol To SKolOUATO, VTApPEN TOAAATAGY OVIYpaQ®V TOV
OTOLYEIOV TNG TOVTOTNTOGC, TO. CTOXELN TAVTOTOINGNG VO EIVAL EMPPETN GTNV LTOKAOTN N
avorapaywyn (relay) (m.y. otav ypeldletar va yivetal cuyvé avtaAloyr TV GToryEimV
TOWTOTOINONG LE HEYAAT cLYVOTNTA Kot Ympic Kamolo aAla Tpootacio — mt.y. in clear text
form.)

To pévo koppdtt mov pmopel va eleyybel og avtd to onpeio eivar av vadpyel Kdmoto
EMKOWVOVIO KOl OVTOAAQYT] KOOIK®V KOl TOVTOTHTOV ¥PNOTOV HETAED TOV GLGTHUATOV.
Ye mepintwon mov avth vapyel Ttote Oo mpémet vo yiveton (best practice) oe popen hash
1 GE KPLITOYPAPNUEVT HOPPT).

[Ma va yiver 0 €heyyoc g VTOPENS Kot TS LOPPNG LG TETONG EMIKOIVOVIOG UopEl
va xpnotponoindei omotodnmote epyolreio To omoio extelei traffic sniffing.

g oot Vv Kanyopio avijKovy ot oKOAoLOES EQaPLOYES:

Ettercap

Ntop

SolarWinds

Ngrep

EtherApe

Splunk

NetWitness NextGen

Argus

POf

V3 ASUVOLEG OTNV ATTOUAKPUVON SIKOLWHATWY XPNOTWV
(User de-provisioning vulnerabilities)

Avtioctoyo mpog Vv Odikacia pe tnv omoio omodidoviow oe kdbe yprotn
dwandpato Bacn g TOMTIKNG eAEYYoL TPOSRACNS TOV OpyavIGHoD, e&icov oNUAVTIKO
elvat va vapyet o Sodkaciol yio TNy amopdKpuven ToV SKaoudtov Tov ypnotodv. H
dwdkaciog avt Ba mpémel va meprhapPavel exeives Tig puBuioelg Ko TG TpoPAdyelg

(MOTE Y10 TOVG XPNOTEG Ol OMOi0l PETOKIVOLVTOL amd o Béom oe o GAAN (kot dpo
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peTOPAAAOVTOL TO OTKOUDUOTO TOVG) 1) CTAUOTAVE VO Evol YPNOTEG TOV OPYOVIGLOV, VO
petaBdAAoOvVTOL ) Vo aatpovVvToL / KOTOPYOHVTOL SIKOIMUOTO KOt AOYOPLaoHOl.
Mo tov €ékeyyo TG GLYKEKPIUEVNG KOTNYOPIlOG GOLVOULDV, OV VTAPYEL KATO10G

AVTOUOTOG TPOTOG EAEYYOV.

V4 Anopakpuopévn npocpaocn oto interface Staxeiplong
(Remote access to management interface)

Ene1on n mpdofoon Tov umnpecidv yiveTol LEG® TOL H1UOTKTVOV, Y10 VO WITOPEL O
TeEAATNG Vo Exel TpooPaot kat vo, dtayelpiletan (otov Pabpod mov emrpéneton amd 1o £i60g
NG VINPEGIG OV TOV TaPEXETAL) TNV VIINPESia Tov, dtutibeTon éva interface. Méoa amod
AT 0 £E0VGLOO0TNLEVOG PN OTNG dlaxeiplong TG eTaupiag pmopel va eKTeAEcEL
EVEPYELEG VYNAOTEPOV ETMESOV OO OVTO TOV TVUTIKGV Ypnotmdv. Ko emedn to interface
avTd elvat MNUOCLO TPOSTEAAGILO KOl EXEL AVTA TOL VYNAOTEPO FTKOLMDLOTO KO
Aertovpyiec, amotedel Ko évav peyaldtepo Kivovvo. Av to interface avtd 1 yevikd m
EQOPLOYN VTN EYEL AOVVAUIES, TOTE UTOPEL VO TAPEIGOPTOEL KATO10G KOKOBOVAOG GTO
GUGTNUA KOl VO DTTAPYEL OLoPpPOT| OEGOUEVAV, OTMAELN VINPECTNG K. .

[Na va propet va a&roloynBei  dapén advvopidv ovtng ¢ Katnyopiog propet va
eKTELEOTEL KAMO10 Epyaleio a&l0AOYNONG AOVVOULDY TPOCUPUOGUEVO 6 Web epapuoyéc,
ue oto)0 TV VIENpPETia/ epapproyn Tov interface dayeipiong.

Kdamoteg and avtég 116 epappoyeg siva:

Penetrator VVulnerability Scanning Appliance by SecPoint

Nessus

QualysGuard

i-Security Vulnerability Management System (VMST™)

FoundScan Engine

STAT Scanner

Retina Network Security Scanner

Acunetix Web Vulnerability Scanner
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V5 Aduvaypieg tou hypervisor
(Hypervisor Vulnerabilities)

O hypervisor gival o unyovicpdog ekeivog mov eAEYYEL TOVG PLOIKOVG TOPOLE KOl TOL
10€0Td GLOTAUOTO OV TPEYOVV TAVM GE aLTOVG TOLg TOpovs. H kpioodthta TNg
Aertovpyiog tov hypervisor, onpaivel 01t ot TOOvVEG TOL adLVOUIES LTOPOVY EVKOAL VO.
001 YNCOLV GTNV KATAPPELGT TOV GLCTHUATOS 1] JTAPAEN TOV EMTESOV AGPAAELNG TOV
GUGTNUATOV.

ZOUQ®VO, LE TO TOPATAVED oV KATO0¢ TapeEc@PHoel otov hypervisor umopsi vo tov
d00eil n dvvatdtra vo mapeisepnoel oe kabe VM mov @rho&eveitar otov hypervisor.
[Mopadeiypato oty Piploypagio t€toov €idovg embécewv vapyovy moAAd. I1.y. oto
apbpo tov King et al [31] ¢aiveton évag tpdmog pe tov omoio £vag KakOBoviog
eEmtepkdc mapayovtog pmopel vo e&omordoet i enibson péow gvog virtual machine-
based Rootkit. And 1ote Yoo KGOe cOoTNUA hUPervisor avakaAOTTOVTOL GUVEXDS VEES
adVVOLIES, KOl OTIG TEPLOGOTEPEG POPEC M ETOLPIN. 1O10KTNTNG £KO1dEL TO ovTicToryo patch
v vo. kaAdyer v avtiotoyn advvapio (w.y. [32], [33] evo wo Alota y to 2012
eaivetat oto [34] ).

Expetoilevopevog kdmolog emrtifépevog o advuvaopio. TOv  GUGTHUOTOS  7TOV
euo&evel 10 ypnotn 1 / kot o advvopio tov hypervisor, pmopei va amoktnoel tov
éheyyo tov hypervisor. To €idoc tov embécewv avtdv ovopdaleton ‘guest to host escape’
Kot éva oyetiko mopaderypa eivar to ‘Cloudburst’ [35]. ‘Eva dAlo cevdpio givar to VM
hopping’ oto onoio o emtiféuevog Topeioppéel o €va. VM pe Kamowo tpomo Kot Petd
EKUETAALELOpEVOG pioe advvopio Tov hypervisor amoktd tov éheyyo tv GAlwv VMSs
otov idto Hypervisor (BA. Empirical Study into the Security Exposure to Hosts of Hostile
Virtualized Environments [22]).

IMa va a&lohoynBei to eminedo kvovHvov oto omoio Ba Ppebel kbmorog mov Ba khvel
host tic vnpeoieg Tov oto cloud Ba Tpénet vo umopel va eEdyet yia o, kKpion oyetikd pe
T1g advvapieg Tov hypervisor (moteg givarl Kot mOGES amd aVTEG OV £YOVV AVTIUETOTIOTEL
aKopa), o omoiog ypnotponoteiton yio 600t n vnpesio. o va yiver awtdg o Eleyyog Ba
TPENEL VO UTOPEL 0 YPNOTNG VO EYEL TNV OLVOTOTNTO VO UTTEL GE TETOLO EMIMESO ECOTEPIKA
mote vo. puopel vo TpEEEL KAmOloL epapproyn M omoio va Ppiokel Tig advvapieg Tov

hypervisor.
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Tétoeg epappoyéc sivar:

vCenter Protect Essentials

Cloud Penetrator™ Web Vulnerability Scanner
Penetrator Vulnerability Scanning Appliance by SecPoint
Nessus

QualysGuard

I-Security Vulnerability Management System (VMS™)
FoundScan Engine

STAT Scanner

Retina Network Security Scanner

Acunetix Web Vulnerability Scanner

V6 ‘EAAewdn anopovwaong nopwv
(Lack of resource isolation)

"Eva yapaktnpiotikd tov cloud computing givat o S10101paciog TmV GUGIKOV TOPMV.
Avtd onpaivetl 6t n ypromn evog TOPov amd Evay TEAATN WTopel va EMNPEAGEL TNV YpNoN
TOV 1610V TOPOL OO GALO TELATY.

Ymv mepinmtoon tov SaaS eivar moAV e€0Kolo avtdg o dwopopacuds va yivel
AVTIANTTTOG, OEOOUEVOL OTL OAOL Ol TEAATEG XPNOLUOTOOVY TNV dta vanpesio Kot apa
OAo1l 01 TOPOL OV JECUEVLOVTAL OO TNV LANPEGIN Elvarl SOPOPACUEVOL GE OAOVG TOVG
¥pNoteg. Ty mepintmon tov laaS kot PaaS n kotdotacn dev gival mold S1aOPETIK).
Mmnopet ot mépotr va unv eivor popalovrar v dw gpappoyn, oArd cvvinbmg ot
VN PEGIES AVTES fvarl SOUNUEVEG GE OPYLTEKTOVIKES Ol OTOlEG LOPALOVTOL TOVS PLGIKOVG
nopovg m.y. uéow Virtualization.

H expetdlievon advvapumv tov hypervisor upmopel va odnynoelr oe un
e&ovolodotnuévn TpocPacn 6Tovg dlapolpacévoug topovg. o mopdderypa ta virtual
machines tov ITeAdtl kot tov IMehdn2 pmopei va £xovv omodNKELUEVES TIG TEPLOYES
ToL Storage tovg (diokovg) oto idto dapotpacuévo LUN (Logical Unit Number). Xe avt
Vv TEPIMTOON KOl aVAAOYOQ HE TOV TPOTO VAOTOINOMG Kot UETPOL TOL Exovv AneOet,
pmopet o ITeddtng2 vo kaver map to virtual hard drive tov ITehdn 1 kot va pmopei vo det

¢to1 Ta dedopéva tov Ierdanl.
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H dwyeipion towv hypervisors cuvibmg yivetor péc®m cuoTNUIT®V TOV £YOVV OTIG
TMEPLGGOTEPEC TEPIMTMOELS TPOGUPUOOTEL amd Tov mapoyo. I[TBavég aduvvapieg oto
ocvotuo TpdoPacng kol mapakorovdnong tov hypervisor pmopei vo odnynoel oe un
eEovolodotuévn mpdcPacn oe dedopéva. Emiong, av évag kakdfovrog emrtiBépevog
UTOPECEL KOl TOPEIGPPNOEL GE OLTO TO €mimedo, 10Te Bo umopel va aAddEel kol va
EMPEGCEL TOVG TOPOVE TTOV VTOGTNPILOLY TNV TOPOYN TNG VANPECING, 0ONYDVING GE
denial of service (m.y. otapot®vtag tv Asrtovpyio twv Virtual machines), dwappon
dedopévav (m.y. &xovrtag mpocPaomn ota Virtual machines kot ot dedopéva TOVG) K.0.

Téhog, Kamolog Bo PUmopovse Vo POPTAOGEL TNV YPNOT TOV GLGTNUATOS TOL, Kol
avdAioyo pe ta pétpa mov €xel AAPel o mApoyos, Ba pmopovce vo 0dNYNGEL GTNV
e&avtinon tov TopwV Kol oty 0dnynon tng vanpeciag o denial of service yw tovg
VTOAOUTOVG TEAATEC.

H odvvapio avty pmopel vo petpnbel gppéomc UETPOVTIOS TIC OOVLVOUIEG TOV
hypervisor kot tov Aowmod Aoylopkod 0AAG Ko kdvovtag €va Stress testing ywa va
emPeforwbel n Ayn PETPOV Yo TNV ATOTEAEGUATIKY Olaxeiplomn Tov dtapotpalopevov
TOPOV.

Ta epyareio mov umopovv va Kvovv vt TNV avoyvopion givo:

Téroleg epappoyeg iva:

vCenter Protect Essentials

Cloud Penetrator™ Web Vulnerability Scanner

Penetrator Vulnerability Scanning Appliance by SecPoint

Nessus

QualysGuard

i-Security Vulnerability Management System (VMS™)

FoundScan Engine

STAT Scanner

Retina Network Security Scanner

Acunetix Web Vulnerability Scanner

Ko

IBM Rational Performance Tester

Apache JMeter
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Load Test

Load Impact
LoadRunner
loadUlI

OpenSTA

HTTP Test Tool
SLAMD

Telerik Test Studio
Visual Studio

V7 EAAeWn anopovwong ¢Apng
(Lack of reputational isolation)

Mo axépa advvapio otig vanpeoieg cloud computing eivor 0Tt evépyeteg evog meAdtn
UITOpEL v ETMPEACOVY KOl TNV PN T®V VIOAO®V cvoteyalopevemy melatodv ().
Aoyo IP blocking k.a.)

[Mo tov ékeyyo ™G GLYKEKPUEVNG KOTNYOPlog aOLVOUL®DV, OV VTAPYEL KATO0G

AVTONOTOG TPOTOG EAEYYOV.

V8 Aduvayieg TG Kpunmtoypadnong tng EMLKOLVWVLOG
(Communication encryption Vulnerabilities)

Ot vmpeoieg cloud computing mapéyovior HEc® TG EMKOWVOVIOG TOV ¥PNOTH OO
KAmo10 OmOLOKPLGHUEVO orpeio pe To onpeio oto onoio Prhoéeveitar o eEomMMGUOG (VAKO
KOl AOYIGHIKO) SLOUEGOL TOL SLdKTHOL. AvTd onuoaivel 0Tl dtaktveiton por PEYOAN
nocOTTAL. TANpOoPopiag péca amnd éva un aoeorég diktvo (untrust), av&avovtag v
mhavoTnTa Vo vIToKAATovV To dedopéva ev Kivnoel péow m.y. Man in the Middle attacks
k.0 ['a va pmopet kdmotlog va Bopakiotel anévavtt 6€ avtov Tov £100V¢ TIG advvaies Oa
TPEMEL M| TANPOPOPiaL OV OlaKveiTal HEC® TOL SLAOIKTLOV VO PNV UTOPEl Vo OMGEL
TANpoYopieg oe KAMO KOKOPOLAO, MOV UTOPEL VO OOMNYNCGOVV OTINV  OTOKAALYN

TANPOPOPLAOV 1) GTNV TOPEIGPPTOT| GTOL GLGTHUOTOL.
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IMa va yiver 0 €heyyoc g VTaPENG Kot TG LOPPNG LLAG TETOOG EMKOWVOVING UTopel
va xpnotponoindei omolodnmote epyolreio To omoio extelei traffic sniffing.

g ot TV Katnyopio aviiKovy ot akOAovOeg EQapLOYES:

Ettercap

Ntop

SolarWinds

Ngrep

EtherApe

Splunk

NetWitness NextGen

Argus

POf

V9 Anoucia Unapéng r aduvaun kpuntoypadnon ota dSedopéva ou
petadEépovran  anodnkevovtat (Lack of or weak encryption of archives and data in
transit)

Y& GLVEYELD TPOC TNV TTPONYOUEVN advvapia, av To dedopuéva v KIVIGEL 1] Kol To.
dedopéva mov amobnkebovial o€ PACELG Kol apyeio 1 6 EIKOVEG UNYOVNUATOV K.0. OgV
elvar kpurroypaenpéva, TOTE AMOTEAOVY QOVVALLIL Y10l TO COGTLLA.

Onwg ko mponyodueva, yo va yivert o €leyxog g Vmapéng Kot TG HOPONS oG
TéT010G EMKOV®ViaG pmopel va ypnotporombei onotodnnote epyoieio 10 omoio extelel
traffic sniffing.

g ot TV KaTnyopio aviKovv ot aKOAOLOES EQAPLLOYES:

Ettercap

Ntop

SolarWinds

Ngrep

EtherApe

Splunk

NetWitness NextGen

Argus
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POf

V10 Aduvapia enefepyaociag twv dedopévwv o Kpuntoypadnuévn popdn
(Impossibility of processing data in encrypted form)

H gpoppoyn g kpumtoypaeiog e dedopévo mov givar amodnkevuéva (in rest) eivot
KATL oYeTikd amho. Exel mov vdpyet Suokoria gival vo epapprootel KpuIToypaenon oTa
dedopéva Katd Tn dldpkela TG eneEepyaciag. Xe mepintmon mov kdmolog BEAEL va TV
VAOTOMGEL TO KOGTOG G€ VROAOYISTIKN 16y Ba avéavotav kotd 1 tpioekatoppdplo
eopéc. ovupmva, e tov Bruce Schneier [36].

Mo v ovykekpyévn advvapio, mapoéAo mov 1o emBountd Oa Mtav vo eivor
KpumToypaenévn N mAnpoopia Kotd v eneEepyacia, To EPIKTO VTN TV GTIYUN givat
va punv givat.

Mo tov €ékeyyo ™G GLYKEKPIUEVNG KOTNYOPIlOG AOLVOUL®DV, OV VTAPYEL KATO10G

QVTOUATOG TPOTOG EAEYYOV.

V15 Mn AkpBRG povteAomoinon tng XpHong Twv nopwv
(Inaccurate modeling of resource usage) Inaccurate modeling of resource usage

Ot vmnpeoieg cloud computing Paciloviar otov SopOPACUO TOPOV HECH TNG
EQOPUOYNG OTATIOTIKOV HOVTEA®V. AvTto onuoaivel 0Tt eivan Wwitepa emppeneic o€
KvdUVOLG oL oyeTilovtal pe TV ¥pNon Kot Ty SfesdTNTo TOV TOPM®V.

Kdnoeg and tig advvapieg mov pnopet vo vdpEovv o€ avtd to onueio givar:

e  Eoeoappoyn evdg poviélov ypnong mopmv to omoio dev umopel vo amoddceL TNV
KatdAAnAn axpifela. Avtd pmopel pe v Gepd T0LV Vo 0dNYNGEL G AABOG
apYIKO KOTOUEPIGUO TOV TOPOV Kol TOAVOG TNV LIEPEVOIKIOGT TOPWOV
(overbooking). IT.y. Devera, Martin [Online]
http://luxik.cdi.cz/~devik/gos/htb/old/htbtheory.htm

o Advvapio mpoPAeyNSg, HECH NG EPAPLOYNS TOV AVTIGTOLYOV HOVTEAOL, TOV
KOTOUEPIOUO TOV TOP®V 0€ MEPIMTOON eEAPETIKOD YEYOVOTOG (T.Y. YPNOM
nOpOV amd PEYOADTEPO TOGOCTO YPNOTOV amd OTL €ivol AVOUEVOUEVO OF

nepinton €KTaKTov SLUPAVTOG). XoPOUKTINPIOTIKO TOPAOELYHA, OV KOl 0o
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dAAov €idovg vrnpesiog amotelel n e£AvTAnon T®V TOP®V GTOV GEIGUO NG
ABva oto 1997. Ze ovmy vV wEPIMTOON AOY® TOL GEIGUOV KOl TNG
advvapiog Aettovpylag tov otabepod diktHov, TO SIKTLOL TNG KIVNTNG
TAEQPOVIOG deV UTOPEGAV VAL OVTATOKPLOOV.

o Ko yevikd advvapieg oty opbn extéheon tov adyopiBuwv 1 advvapies Tov
alyopiOumv.

AveEaptnta tov Aoyov mov odnyel oe éva denial of Service e€outiog eEdvtinong
TOP®V, T0 amoTEAESHA €ivan To 1010 (M e&avtAnon mopwv). ['a va eleyyBovv ta pétpa
OV €XEL TAPEL O TAPOYOS EVOVTL TETOIWV OMEIADV KOl ) COUTEPUPOPE TOV GVGTHHUOTOS
umopovdv va. ypnoiporombovv epappoyés mov kdvovv load, stress and performance
testing.

Ta epyadreio Tov avikovy 6g vt TV Katnyopia stvol:

WAPT

IBM Rational Performance Tester

Apache JMeter

Load Test

Load Impact

LoadRunner

loadUl

OpenSTA

HTTP Test Tool

SLAMD

Telerik Test Studio

Visual Studio

V16 Aduvapia eAéyxou tng Siepyaciag anotipnong aduvapiwyv
(No control on vulnerability assessment process)

H devépyeta port scan ko vulnerability testing, educé amd to e@tepicd Tov dikTHOL
AL Kot TAEOV (apoV 01 TEAATES lval TEPIGGOTEPOL OO £Vag Kot GLAOEEVOLVTAL GTOV

ThPOY0) ad TO ECOTEPIKO HITopel va efvort pio KakoBovAn evépyeia. Agv VTAPYOLY HETPQL
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OV UIopEl 0 TAPOYOG VoL TAPEL EVOVTL TNG SIEVEPYELONG TETOLMY EVEPYEIDMV OALL UTOPEL VOl
€xel mApeL LETPAL Yo TNV PElwon TG emintmong tétolwv evepyeldv. ILy. o pmopovoe av
avtianeBel oto firewall 6t yiveran éva port scan péow tov avtictoryov IDS (Intrusion
Detection System), vo kdver drop to traffic ko1 va ecdyer v dievbuven tov
emtifépevou oto black list.

IMa va yiver 0 €heyyoc g VTaPENS Kot TS LOPPNG LLOG TETOOG EMKOWVOVING UTopel
vo tpé€el kamoto port scan tool mpokewévov vo a&lohoyndei m avromoKpion TV
ocvotudtev tov wapdyov. To best practice oe avtr v mepintmon givar 6tav yivetot
KGmoto port scan vo, yivetal avayvopion Tng Kivion, Thv arocToAr Kanotov gidovg alert
ota appudda dtopa kot Ty datpnon logs.

Epyakeia yio v digvépyeia port scanning sivat:

Ettercap

Ntop

SolarWinds

Ngrep

EtherApe

Splunk

NetWitness NextGen

Argus

POf

V17 MBavotnta ot Oa yivel EAeyxog amnod To ecwTEPLKO Tou cloud
(Possibility that internal (cloud) network probing will occur)

H dievépyeia port scan ko vulnerability testing, e1dwkd a6 to eEmTepikd TOV SKTLOV
aALG Ko TAEOV (0pov 01 TEAATES elvanl TePIOGOTEPOL A £vOG KOl PIAOEEVOVVTOL GTOV
Thpoy0) amd T0 E6MOTEPIKO Hmopel va etvar puo kakOPovAn evépyeta.

Méow g moMrtikng tov firewall 1 tov antivirus 1 yevikd tétolov €idovg Qoproydv
Umopel vo amoyopeLTEL N EKTEAECT] TETOLOV OPAGTIPLOTATAOV GTO ECGMOTEPIKO Yo KAOE

gldoc mapeyouevng vanpeciog cloud computing (SaaS, PaaS, laaS).
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IMa va eleyyBel n dmapén g cvykekpluévng advvapiog pmopet va devepyndet éva
port scan péocw GLYKEKPIUEVNG EQOPULOYNG E0MTEPIKE. AV umopodv vo. viomombovv ot
TOPOTAV® KIVAGELS E0OTEPIKA, TOTE elvar evepyd. Twa v devépyela avtov Tov EAEYYXOV
TPEMEL KATO10G Va. £xeL TN duvatdTnTa (€0T® Ko pe test account) vo umel EcmTEPIKAL.

Tétown mpoypappata tvat:

Angry IP Scanner

Superscan

NetScanTools

Unicornscan

Wapiti

V18 MBavotnta ot Ba SievepynBouv €leyxol cuvumapéng
(Possibility that co-residence checks will be performed)

A TV oty mov ot TOpot ivor SLUOPAGHEVOL, dTvETAL 1] SLVATOTNTO EEUTOAVOTG
embBécewv Side-channel. Axdua kol dtov 1 kivion &ivol 6 KPLITOYPAPNUEV LOPPN,
Kamoto, Pacikd yapaKTPIoTIKA TOV epaproy®v Web, ormg low entropy input, stateful
communications, kot GNUAVTIKEG SLPOPOTONGELS 6TV Kivior, Umopel vo 0dnyicovv
otV mpoypatoroinorn side-channel embéoelg mov omoieg pmopei va 0dnyncovv otnv
Olppor| TV 0edOUEVAOV Kol OLOKVPEVOT TNG EUTIGTELTIKOTNTOG TV ded0oUEVEOV. Mia
oxetikn pehét eivar tov Shuo Chen, Rui Wang, XiaoFeng Wang kau Kehuan Zhang [37].
JUpdwva pe TNV Bla LEAETN UTTAPXEL SUVOTOTNTA AVILLETWTITLOTOUV TETOLOU £(60U¢ aduVapLEG.
H Swadikaoia avalvetal ota €€ BApaTa: avayvwplon Twv adUVaULWY Kol 0TV CUVEXELA
gloaywyn HETPpWV / TMOATKWY avtuetwriong. H Swadikacia auth amottel avdluon tng
epappoyng, T mopeiag kivnong tng mAnpodopiag kal mpotinwy kivnong Siktvou (network
traffic patterns.

Avt) ™ otiyp] 0ev LIAPYEL KOMOWO AmOdEKTO UETPO Yo TNV UETPNON KOl TNV
nocotikomoinon ¢ evmabelag evoc ocvotnuatog vanpeoiac Cloud oe side channel

attacks.

V27  Avenopkng Stadikaoia mpopnBeiag kaw emévdéuong os umodoun
(Inadequate resource provisioning and investments in infrastructure)
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‘Eva and 1o Pacikd mheovektiuoata tov vanpeciwodv cloud computing sivar 6t o
eAdTNG dev ypetdleTar Vo KAVEL KATOLo ETEVOVOT) GE VTTOJOUT. AVTO TO KOUUATL £xEL N
KoALEOel amd avtév mov mapéyel v vanpecio. Tvmikd, Tpwv KATO0G TEPACEL GTNV
viomoinon wag vanpesiog cloud computing Ba wpémel vo €xel Kavel kKamolo availvon
péow g omoiag va €xel KaTtaAnEel 6Tovg TOpovs mov ypeldleTon va eEACPAAICEL Yia
GLYKEKPLUEVO YpoviKO dtdotnpa. Ot pehéteg avtég o mpémetl vo emavaiapfavoviol ava
KAmolo SloTNHOTO TPOKEEVOL va eEacpaliletal 0Tt ou mopot mov ypetdlovral, Oa
vdpyovv dbéciuol. Av o€ 0molodmoTe Omd TO. TOPATAVED onueia £xel Yivel KATO10
MaBog M vrdpyel kamoa advvapia, tOte TO cvoTe umopel vo 0dnyndel oe denial of
Service AMym eEAvTANGNG TOPOV.

[Ma va gheyyBodv ta pétpa mov €xel TapPeL 0 TAPOYOG EVOVTL TETOLWV OMEIADV KOL 1)
GUUTEPLPOPE TOV GLGTNUATOS UTOPOLV Vo XPNGILoTomBodv €QapPUOYEG TOV KAVOLV
load, stress and performance testing.

Ta epyadeio Tov avikovy 6g avt TV Katnyopia stvol:

WAPT

IBM Rational Performance Tester

Apache JMeter

Load Test

Load Impact

LoadRunner

loadUl

OpenSTA

HTTP Test Tool

SLAMD

Telerik Test Studio

Visual Studio

V28  Anouocia MOALTIKNG OXETIKA HE AVWTATO OPLOL GTOUG TOPOUG
(No policies for resource capping)
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Onwg ovagépdnke kot oty apyn, £va omd Ta TAEoveEKTHHATO TV vanpectomv cloud
computing eivar n glootikdTTo TOV TOPp®V. ‘Eva TEAGTNG KAVEL pior cvupmvio yio
GLYKEKPLUEVT YOPNTIKOTNTO KOt TOPOLG OAAG avtd pmopel voo aAAdEel avaioyo pE Tig
amoltoelg Tov ypnotn. Efvar onuoviikd Opog vo vrdpyet Kamolo TOAITIKY Yo €vol
avATATO OpPl0 TOGHTNTOG TOPWOV TOV UITOPEL VO ¥PNOILOTOMGEL VoG TEANTNG. AV OeV
VIdpyel aTd TO OP1o, TOTE PUTOPEl Evag YPNoTNG/ TEAATNG VO 00N YGEL TO GUGTNUO GE
resource exhaustion.

INo va gheyyBet av o mhpoyog €xel AaPet oyeticd HETPa Kot EYEL EPUPUOGEL TOMTIKES
umopovv va. ypnoiporombovy gpapupoyés mov kdvovv load, stress and performance
testing.

Ta epyadeio Tov aviikovy 6g vt TV KaTnyopia eivat:

WAPT

IBM Rational Performance Tester

Apache JMeter

Load Test

Load Impact

LoadRunner

loadUl

OpenSTA

HTTP Test Tool

SLAMD

Telerik Test Studio

Visual Studio

V31 Anoucia 6pwv N anoucia StadAavelag otoug 6pous Xprong
(Lack of completeness and transparency in terms of use)

Ot advvapieg ot TG Katnyopiag a@opodV ToLS OPOLS YPNONG, TIG VITOYPEMCELS
TOV TEAATOV Kot Tov Tapodyov. Eivor onpoavtikd va etvar EgkaBapot ot Opot Kot vITdpyovV

TpoPAEYELS Yo TO emtinedo e&umnpétnong kat v aocgdreta (SLA ko Security).
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Mo tov éleyyo TG OLYKEKPIUEVNG KATNYOPIOG OOVVOUIDV, OEV LIAPYEL KATO10G

QVTOUOTOG TPOTOG EAEYYOV.

V34  Mn ekdBapa opLopévol poAot Ko UTtEUOUVOTNTES
(Unclear roles and responsibilities)

Ot aduvapiec avtov 1oV €100VG oyeTilovTol PE UN TKOVOTOMTIKO Joy®plopd Kot
0PI POA®V KO APLOOIOTHTMV GTO EGOTEPIKO TOL TTAPOYOL. AVTEC 01 adVVOUiES pmopet
Vo 00N YNooLY TNV £KOECT) TOL OPYOVIGHOD GE AMEINEG.

Mo tov €éleyyo ™G GLYKEKPIUEVNG KOTNYOPIlOG COLVOUL®DV, OV VTAPYEL KATO0G

OQVTOUATOG TPOTOG EAEYYOV.

V35  Kakn epappoyn twv poAwv
(Poor enforcement of role definitions)

Avrtictoa, ov VTtapyoLVV dWPIGUEVOL Kot 0pBd optopévol pOAOL Kol apLOSIOTNTEG,
Kot TOAL T0 GOOTNUH TOV TTapOYoL ivon ekteBelévo oe Kivdhvoug 6tav ot poAoL avTol
epapuolovion Aavlacsuéva 1 TANUUEADG,

[Mo tov éieyyo ™G GLYKEKPIUEVNG KOTNYOPlOG GOLVOULDV, OV VIAPYEL KATO0G

AVTONOTOG TPOTOG EAEYYOV.

V36  Aev epapuoletar n apxn Need-to-know
(Need-to-know principle not applied)

Mo Bactkn apyn mov éxel kabiepwbei wg best practice yio tov Kaldtepo ELEYYO NG
npdoPaong oty TAnpopopia givar 1 apyn Need-to-know. Avtd onuaivel 6tt ov KGTo10G
dev ypeldleTor cLYKEKPIUEV TPOGPACT Yo VO EKTEAECEL AMOTEAEGLATIKG T KaBKOVTa
ToV, TOTE 08V Yperaleton va TV €xel. Avtd umopel va apopd 1060 TPOVOULL UGTKNG
mpdsPaons 660 Kot Aoyikng Tpdsfacnc.

Mo tov €ékeyyo ™G GLYKEKPIUEVNG KOTNYOPIlOG COLVOULDV, OV VIAPYEL KATO10G

AVTOUOTOG TPOTOG EAEYYOVL.

V38  Koakn dtapopdpwon
(Misconfiguration)
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[ToAd pikpd moc00Td gykataotdoewv onuepa (Kot €101KG OTIC ETOYYEALOTIKNG
YPNONG EYKATAGTAGELS) Oev AapuPBdvouy uétpo Kot OV €YOVV EYKOTACTNOEL UNYOVIOUOVG
Yo TV Tpootacio amd anehéc. Tétow pétpa eivar .y, N ewoaywyn firewalls, antivirus
K.0. H amotedeopotikdmto vog punyavicpov dev Kpivetar OpmG amAid and v vmapén
Tovc. Oa mpémel va amoderybel 0TL £yovv mapapetpomombel pe t€too TPOMO MOTE Vo
TPOGPEPOLY GTOV TTAPOYO TO EMOVUNTO EMIMEDO AGPUAELNG.

Mo va yiver 1 a&loldynon avt o mpémer va oe&oybel €vag cuVOLAGUOG TV
vulnerability scan, port scan kot security assessment tools.

[Mopadeiypata této1wv epyareiov givar:

AppScan

Netsparker

HP Weblnspect

Wikto

Samurai Web Testing Framework

Firebug

ratproxy

Websecurify

Grendel-Scan

DirBuster

Wfuzz

Wapiti

Nikto

V39  Aduvapieg Tou oUOTHATOG | TOU AELTOUPYLKOU CUGTHHOTOG
(System or OS vulnerabilities)

IMa va a&lohoynBei to eminedo kvovHvov oto omoio Ba Ppebel kbmorog mov Ba khvel
host tic vnpeoieg Tov oto cloud Ba Tpénet vo umopel va e€dyet Yo o Kpion oyeTikd pe

TIG AOLVVOUIES TOV GUGTHUATOG 1) TOV AEITOLPYIKOL GUGTHUATOG TOV dIVETOL 1) VINPETIOL.

Mo va yivelr avtoc o éleyyog Ba mpémel va pmopel 0 ypnotng va Exel TV dvvotdT T VoL
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UTEL GE TETO0 EMMEDO ECMOTEPIKA DOTE VO UTOPEL VoL TPEEEL KATOLOL EPOPLLOYN 1) OTTOldL VoL
Bpiokel T advvapieg.

Tétoleg epappoyég eivar:

Nessus - Scans for Advvayieg.

SARA — Scanner to scan for Advvaypisc.

vCenter Protect Essentials

Cloud Penetrator™ Web Vulnerability Scanner

Penetrator Vulnerability Scanning Appliance by SecPoint

i-Security Vulnerability Management System (VMST™)

FoundScan Engine

STAT Scanner

Retina Network Security Scanner

Nessus

OpenVAS

Core Impact

Nexpose

GFI LanGuard

QualysGuard

MBSA

Retina

Secunia PSI

Nipper

SAINT

V41  Ix€810 ouvEXLonG emXElpNoLlaKnG Asttoupyiag kot IxESo avakapdng and
kataotpodn ta onoia eival eAAewnn N 6ev £Xouv SoKLHAOTEL | AMouoLA{ouV EVIEAWG
(Lack of, or a poor and untested, business continuity and disaster recovery plan)

To oyédo emyelpnolaKng cLVEXELNG TEPLEYEL AMOTEAEL oL GLAAOYY TV puOuice®V
Kot TV TPOPAEYEDV OV EXEL KOVEL O OPYOVIGHOS, TPOKEWEVOL VO GUVEYIGEL TIC
EMYEPNOOKES AElTOVPYieC TOV G€ TPOKOOOPIGUEVO €MIMEOO KOl GE GCLUEOVNUEVO

xPoVIKO dtaotnpa. Eivar onpovtikd o meddtng / évowkog va yvopilel Tic mpoPAyels kot
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T LETPO TTOV EYEL TAPEL O TAPOYOG, EMEWON emnpedleTon aueca. I1.y. o mapoyog umopel va
€xel g OYES0 EMYEIPNOLOKNG GCLVEYEWSG O TEPIMTMON GLUVEXOUEVNG OLOKOTNG
TNAETKOWVOVIOV, TNV ¥PNON HOG YPOUUUNAG OL0POPETIKOD TTAPOYOL Y10, EVIUEPWOT TOV
TEAATOV OTL eV UTOPEL VoL EPYASTEL HEYPL VO OVOKAUYEL O TNAETIKOWVOVIOKOS TEPOYOG.
H etaipio meAdne Oa mpénet va pumopel va aloAoynoet oo givatl To oy€010 Kol oV givor
aLTO GLUPATO PE TNV TOALTIKT KO TOVG GTOYOVS TG YOl EXLYEPTCLOKT AEITOVPYiaL.

Mo tov €ékeyyo TG GLYKEKPIUEVNG KOTNYOPIlOG COLVOULDV, OV VTAPYEL KATO0G

AVTOHOTOG TPOTOG EAEYYOVL.

V47 Anoucia nAsovacpol npopndeutn
(Lack of supplier redundancy)

O «&Be mapoyog ypnoponotel mpoundevtéc oe Kamolo Pabuod yo va pmopet va dMoeL
TIG VN PEGiEG TOV 0TO emMBLUNTO eminedo. 1.y, Etaupieg mAnpo@opikng, TNAETIKOVOVIDV,
eEomopol, ocuvtnpnong, vrootNPENS, EVANENS, @oeviag K.o. Xg TEPIMTOON TOL
KAmo10¢ amd Tovg TPOUNBEVTEG TOV GTAUATIGEL VO UTOPEL VO TOVG TOPEYEL TO TPOIOV 1|
TNV VINPEGia N PEATIOTN TPOAKTIKN €ivol vor EXouv eVOAAAKTIKY Stob€otun doTe va, unv
eMNpeaoTel 1 Aettovpyia Tovg amd T0 TPOPANUA TOL TPOoUNBEVTY.

[No tov éieyyo ™G GLYKEKPUEVNG KOTNYOPLOG OOLVOULDV, OEV VIAPYEL KATO0G

OVTOUOTOC TPOTOG EAEYYOV.

V48  Aduvapieg twv epappoywv N Kakr dtaxeipion Twv evnpuepwoswv (patch)
(Application vulnerabilities or poor patch management)

AvticTorya pe T advvapiec Tov hypervisor kat Tov AEITovpyKoy GLGTHUATOC, Kol Ot
epopuroyés avtég ko’ avtég pmopel va €yovv advvapies. H vmapén ovtdv tov
AOVVOLLOV UTTOPEL VO 00N YNGEL GTNV JPPON TV TANPOPOPLOVY, CTNV TAPEIGOPNOT GTO
GLOTNHLOTO, K.O.

INo va yiver 1 a&loddynon avtn 0o mpénet va deEaybdei Eva vulnerability scan yio tig
ovykekpipéves epoppoyés. IpotimdOeon yio v deaymyn tov eAéyyov avtov givor n
duvatodtTo TPOSROCTG GTO EGMOTEPIKO.

[Moapadeiypata tétolwv epyareinv givar:
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Nessus
OpenVAS
Core Impact
Nexpose

GFI LanGuard
QualysGuard
MBSA
Retina
Secunia PSI
Nipper
SAINT

V53  Mn enapkeig ) pe kakn dtapopdpwon nopot mouv eAéyxouv (ptAtpdpouv) tTnv
npooPaon (Inadequate or misconfigured filtering resources)

Ye éva opyavouévo cvotnua, oe kbbe ypnot amodidovtar dikoudpate Pacn g
TOMTIKNG €AEYYoL mpdcPacng Tov opyaviopod. H amddoon dikaiopdtov sivar dueca
GUVOEDSEUEVT] LE TOL LETPOL KO TOVG LUNYOVICUOVS TTOV €XEL O OPYOVIGUOC TPOKEUEVOD VOl
e éyyovior ot mOPOoL. ZVGTHUOTO TO Omoio dgV AEITOLPYOVV GMOGTA 1 OEV VLIAPYOLV,
umopet va 0dnynoovy cg dakHPELGN TS ACPAAELNS TOV GUGTILOTOC.

Mo tov éAeyyo ™G CLYKEKPUEVNG KATNYOPIOG OOVVOUIDV, OEV LIAPYEL KOATO10G

QVTOUOTOG TPOTOG EAEYYOV.
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Movtédo A§loAoynong

To povtého a&loAdynong mepthapPavel o 6epd amd Kprtnpilo to omoia Tpénet va a&loAoynbovv Baor Tov TpoTetvopievoL TpOTOL
KO T0L aoteAéopata GVAAEYoVTOL Héca o€ éva apyeio Excel.

270V TVOKO TOL 0KOAoVOEL amoTVITMVOVTOL:

Ot advvapiec mov avaAvdnKoy Topamdve Kot eKTUnOnKe 0Tt vVIdpPyEL £0T® Kol Eva epyaieio LEGOL Tov omoiov va pmopel va yivet
n a&ordynon g vmapéng e advvaping. Xe kdmoleg meputtdocelg mwy. advvopic V1. to otoyela eAéyyov pmopel va ivon
EPLocOTEPQ Ao 1. e avT TNV TEPITTOON AVAYPAPETOL KAOE KPITHPLO GE SLUPOPETIKY GEPAL.

O 1pdmog a&lohdynong m.y. n a&loAdynon tov password oe oxéon pe 1o TAN00G YaPaKTAPOV TOL £XEL N 1 LETPNOT TOV 0.OVVOULDV
K.0L.

To baseline, Baomn Tov omoiov cuykpiveTat To anotélespa ¢ Kabs a&lohdynong.

ZINV GUVEYELD KOl LETAL TNV OAOKANP®MOT TOV OAdKAGIOV aE0A0YNong, o amoteléopota Oa elcoyBovv oto apyeio, pall pe ta

ATOTEAEGLLOTO, TG GUYKPLONG TOV TIUOV 0VTOV UE TIC TG Tov Baseline.
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[Tivaxog 8: Kpuripa ko péBodot a&roAdynong

Corresponding

V. ANAITHZEIZ Method of Assesment Baseline
If the a minimum acceptable password is known the characters can be

Passwords must be at least seven (7) counted. If the password is not known, a new registration should be
V1 characters long. undertaken to evaluate the rules that apply 7

Passwords must contain at least one

lowercase letter, at least one uppercase If the a minimum acceptable password is known the characters can be

letter and at least one digit. (this is usually counted. If the password is not known, a new registration should be
V1 named - in Windows systems as complexity) undertaken to evaluate the rules that apply Complexity enabled

If technically possible, passwords must

contain at least one punctuation mark, so If the a minimum acceptable password is known the characters can be

long as there are many (10 or more) counted. If the password is not known, a new registration should be Special Characters
V1 available punctuation marks. undertaken to evaluate the rules that apply required

The password should not contain a If the a minimum acceptable password is known the characters can be

dictionary word, in any language that users counted. If the password is not known, a new registration should be dictionary word not
Vi can reasonably be expected to know. undertaken to evaluate the rules that apply possible

The password should not contain more than If the a minimum acceptable password is known the characters can be

two paired letters (e.g. abbcdde is valid, but counted. If the password is not known, a new registration should be More than 2 Paired
V1 abbbcdd is not). undertaken to evaluate the rules that apply letters not allowed

Account Lockout: all accounts should be set

to "lock out" a user after a maximum of 5 A password cracking software has to be launched. A brute force attack, should lockout after max. 5
V1 incorrect password or failed login attempts lead to the lock out of the account attempts

A password cracking software has to be launched. A brute force attack, should

Lockout Threshold: the minimum "lock out" lead to the lock out of the account. The time of acoount lock out can be lockout time more than
Vi time should be set to five (5) minutes measured in minutes. 5 mins

Password History: systems should be With a valid account, the user has to change the passwords and try to restore

configured to require a password that is a previous one. The number of passwords remembered has to be more than At least 10 passwords
V1 different from the last ten (10) passwords 10. remembered

When authentication fails, no information No display whether

regarding the point of failure should be A log in should be attempted first with a user name that does not exist and user name or password
V1 displayed then to a valid account but with a wrong password failed
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After lockout, users who request a password

After a valid account has been locked, the procedure for reseting the

Authentication
Procedure for resenting
password after lockout

available - It should
contain at least one
security question

Vi reset should be reliably authenticated password should be followed should be asked
If copies of identity data are made, and A sniffing software will be used in order to capture the traffic between the The credentials (in hash
credentials are transferred securely between | source and the destination. The traffic will have to be analyzed and the parts form) in transit are
V2 systems. containing the credentials should be identified. encrypted
0 major/ high
vulnerabilities found
from all vulnerability
scanners. Less than 20
No major vulnerabilities of the management | A web vulnerability scanner should perform a vulnerability scan on the middle severity
V4 Interface should exist management interface. vulenarbilities as a sum.
0 major/ high
vulenrabilities found
from all vulnerability
scanners. Less than 20
No major vulnerabilities of the Hypervisor A selection of 3 vulnerability scanners should perform a vulnerability scan on middle severity
V5, V39, V48 should exist the hypervisor. vulenarbilities as a sum.
0 major/ high
vulenrabilities found
from all vulnerability
scanners. Less than 20
No major vulnerabilities of the Hypervisor A selection of 3 vulnerability scanners should perform a vulnerability scan on middle severity
V6 should exist the hypervisor vulenarbilities as a sum.
The modeling of resource usage has to be The service was able to
effective and the system should be able to be provided at a 150%
provide even if the request is increased A stress / load testing software will be used to test the parameters of the SLA of all the resources
V6 rapidly. regarding resources. prescribed in the SLA
A sniffing software will be used in order to capture the traffic between the
If the communication between the systems source and the destination. The traffic will have to be analyzed and the parts
in facilitated through encryption , then it containing the credentials should be identified. The encrypted information 2 hours of processing
should be an encryption that can be not be should be processed through a password cracking system to evaluate the time without cracking the
V8, V9 cracked easily needed to access the information. encryption
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The modelling of resource usage has to be
effective and the system should be able to
provide even if the request is increased

A stress / load testing software will be used to test the parameters of the SLA

The service was able to
be provided at a 150%
of all the resourses

V15,V27,V28 | rapidly. regarding resources. prescribed in the SLA
In case of a port scan
beeing carried out, the
Port scanning software and vulnerability assessment software can be run in system should be able
Restrictions on port scanning and order to assess the existence of the capability to execute them and the to alert the responsible
V16 vulnerability testing should be enforced response of the system to their actions person(s) and keep logs
They are not allowed to
Cloud customers should not be able to Port scanning software and vulnerability assessment software can be run in be run from an internal
V17 conduct tests (e.g. Port scans, vas ech) order to assess the existence of the capability to execute them IP
0 major/ high
Misconfiguration. The systems and vulnerabilities found
components have to be configured from all vulnerability
appropriately to their use. No inadequate scanners. Less than 20
application of security baseline and middle severity
V38 hardening procedures should exists. Suvbuaopog Twv vulnerability scan, port scan kat security assessment vulenarbilities as a sum.
The results of the port
scan should not reveal
Misconfiguration. The systems and any ports that are open
components have to be configured except the necessary
appropriately to their use. No inadequate (this is double checked
application of security baseline and with the type of the
V38 hardening procedures should exists. Juvbuaopog Twv vulnerability scan, port scan kat security assessment service)
Misconfiguration. The systems and
components have to be configured
appropriately to their use. No inadequate 0 major/ high security
application of security baseline and holes found from the
V38 hardening procedures should exists. Juvbuaopog Twv vulnerability scan, port scan kat security assessment security scanner.

2NV GLVEYELD TO ATOTEAEGILATO LLE TNV LOPPT] TOGOGTOV GCLUUUOPPMOTG OTOTLIIMVOVTOL GTOV TOPUKATM TIVOKAL.
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[MTivakag 9: Amothnwon ctoyeimv Zuppope®ong

Percentage of -
Sum of Score of Compliance to

Corresponding V. Baseline Actual baseline
V1 10 0 0% Notachieved
v2 1 0 0% Notachieved
v4 1 0 0% Notachieved
vs 1 0 0% Notachieved
V6 2 0 0% Notachieved
V8, v9 1 0 0% Notachieved
V15, V27, V28 1 0 0% 'Notachieved
V16 1 0 0% Notachieved
V17 1 0 0% Notachieved
V38 3 0 0% Notachieved
V39 1 0 0% Notachieved
vag 1 0 0% Notachieved

Mo mv egoywyn g a&loAdyNnong TOV OmTOTEAEGUATOV Ypnoilponoteitot pio TeTpafado KAipoko, 1 0moio. OTOTUTAOVETOL GTO

npotumo 1ISO 15504 [38].

Not achieved (0 - 15%)

Partially achieved (>15% - 50%)
Largely achieved (>50%- 85%)
Fully achieved (>85% - 100%).
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Agdopévou 0Tt dheg ot advvapieg dev empedlovv 610 1010 Toc0GTO Kat pe TNV 1d1a PapdTnTa TNV ACEAAELN, GTO ETOUEVO P
yivetal évog oLoYETIGHOG avdpeosa oto TAN0oc ennpealopevov kivdovov (frequency), kot v puéyiot enintoon (max of Impact)
OTMG OV TA OTOTLMVOVTOL GTOV VoK S KoL TPoEKLYOV ot TV avdAvomn Kivovuvov. O TEMKOC VITOAOYIGUOG TOV EMITEOOV ACPAAELOG
EMTVYYOVETAL OTO TOV TOAAATANCIAGHO TNG TIUNG Tov frequency pe to impact ava advvopio (pe TV HOPPT TOGOGTOD TOL CLUUETEXEL
070 GHVOAO) KOl TOALOTAAGIOGLLOD TOV LE TNV T TOV EiYE TPOKOLYEL GO TO TPOTYOVUEVO GTASLO TNG OTOTIUNGTC.

210 té\0¢, 610 TeEAevTaio KeEA NG oTANG Assessment Result taking in account the frequency/impact factor Oa mepiéyeton to tehkd

amotéleopo aEloAdynoNG.
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taking in account the

0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00
0,00

0,00%

maximum achievable of
the result of frequency

The result
Value of max | of Assesment Result
of Impact frequency
Max. of = (L-1, M-2,H-  and Assessment frequency/impact
Vulnerability ID | Frequency @ Impact 3) Impact Value factor
V1 4 M 2 8 0%
V2 2 M 2 4 0%
V4 1 H 3 3 0%
V5 4 H 3 12 0%
V6 5 H 3 15 0%
V8 3 M 2 6 0%
V9 1 M 2 2 0%
V15 1 M 2 2 0%
V16 1 M 2 2 0%
V17 4 H 3 12 0%
V27 1 M 2 0%
V28 1 M 2 0%
V38 5 H 3 15 0%
V39 4 H 3 12 0%
V48 2 M 2 4 0%
SUM 33 85 0%
Not achieved
in comparison to the
in Average of
comparison | Assesment
in comparison to all vas to all vas Value and Impact
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Tuunepaopata

Ye évo, TOAD PEYALO TOG00TO VIhpyEL TAEOV cuppmvia 6Tt ot vanpecieg Cloud eivan
10 emoduevo Prua, mov Bo kdvel oKOUO O TPOGITH TNV YPNON CLOTNUATOV Kol
voAoyloTIKGOV dvvortotitmv. H ypron vanpecwov cloud computing amoAldoost pio
emyeipnon omd KOGTN  OomOKINOMG, EYKATAGTAONG, OlOYEIPIONG Kol  dloTnpnong
e€omMopod (LALKOD Kot Aoyiopkov) pe to E€tpa bonus g dvvatdtrag tpdsPacng omd
omovdnmote (pe v mpodmoddeon vrapéng cuvdeong oto internet) omoladnmote GTiyun.

‘Evoc amd toug mo Pacikods avaoTOATIKODS TOPAYOVIEG TPOG TNV YPNoN TV
vnpeowwv Cloud, givar n acedlreta. TIpog to Tapdv, o1 VINPEGiEg divovTal Le TNV HOPPT|
one size fits all ko yopic e&eldikevon oTIc avayKes ac@OAEiNG TOV TEAGTN, VO TO
npdoynua 0Tt mpEmel v €ivol TOGO  «ELEMKTEG» TPOKEWEVOL VO UTOPOVV Vol
eEumnpeTMooVY OAOVS TOVG TEAATES TOVC.

Méoa amd v gpyacia ovtn, ywve o eneepyacio VO GLVOAOL AOLVALLOY TOV
vnpeolov cloud kor opiotnke avd mepimtwon évo baseline move omd 1o omoio M
vimpecio Bo NTav embountd vo Ppioketar e oyéon pe v acedieto. Ot advvapisg
avTég, £ovv emheytel S1OTL Lmopovv va petpnBodv ovtodHaTA 1| NUL-OVTOUATO TPV TNV
TEMKN EMAOYT VO TapOyov vnpeoctmv cloud.

o v a&oidynon g enitevéng tov baseline avtov, mpoteivovtar ava advvapio
pa 6E1pA omd YOPAKTNPIOTIKG Kot fiot LeBoO0A0Yio Ova YOPOKTNPLOTIKO Y10 TV LETPNON)
tovg. H anotdnmon g a&odldynong tov kpimpiov avtdv og mtpog to baseline pumopei
va, yivel péow tov apyeiov Excel mov cuvodevel v pebodoroyia. H amotipunon yiveron
ue Paon ta kprmpia ko teAkd e&dayetar o€ pia kKhipoko (1ISO 15504) Babuov emitevéng.
O Babudg avtdg pmopet va 0dNyNoeL 6TV O1ELKOAVLVOT TNG EMAOYNG TAPOYOL VITNPEGING
cloud 1 otov éheyyo piag mapovoag vanpeciog wc Tpog to baseline.

Evdwpépov, yia peddovtikny perétn Ba frav to BEpa g dnpovpyiog Hiog TANPovS
QVTOHOTOTOINUEVNS ADOTG Y10 TNV OmToTiUN o™ TG acpAarelag pag vanpeciag cloud oAld
Kot TV ovoyétion g Pabuoloyiog avtig pe ta aviictorya cvuforaia (SLAS) kabng
emiong kol NG omovpyiag pog pebodoroyiog kot £pYaAEiov Yyl GLUGTNUOTIKO KoL

OLVEXEG ELEYYO TNG oPALELNG TMV vanpesidv cloud.
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Napaptnua A
GOOGLE - generic

Google Terms of Service
Last modified: March 1, 2012

Welcome to Google!

Thanks for using our products and services (“Services”). The Services are provided
by Google Inc. (“Google”), located at 1600 Amphitheatre Parkway, Mountain View, CA
94043, United States.

Your Google Account

You may need a Google Account in order to use some of our Services. You may
create your own Google Account, or your Google Account may be assigned to you by an
administrator, such as your employer or educational institution. If you are using a Google
Account assigned to you by an administrator, different or additional terms may apply and

your administrator may be able to access or disable your account.

If you learn of any unauthorized use of your password or account, follow these

instructions.

Privacy and Copyright Protection
Google’s privacy policies explain how we treat your personal data and protect your
privacy when you use our Services. By using our Services, you agree that Google can use

such data in accordance with our privacy policies.

We respond to notices of alleged copyright infringement and terminate accounts of
repeat infringers according to the process set out in the U.S. Digital Millennium

Copyright Act.
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We provide information to help copyright holders manage their intellectual property
online. If you think somebody is violating your copyrights and want to notify us, you can
find information about submitting notices and Google’s policy about responding to

notices in our Help Center.

Your Content in our Services
Some of our Services allow you to submit content. You retain ownership of any
intellectual property rights that you hold in that content. In short, what belongs to you

stays yours.

When you upload or otherwise submit content to our Services, you give Google (and
those we work with) a worldwide license to use, host, store, reproduce, modify, create
derivative works (such as those resulting from translations, adaptations or other changes
we make so that your content works better with our Services), communicate, publish,
publicly perform, publicly display and distribute such content. The rights you grant in this
license are for the limited purpose of operating, promoting, and improving our Services,
and to develop new ones. This license continues even if you stop using our Services (for
example, for a business listing you have added to Google Maps). Some Services may
offer you ways to access and remove content that has been provided to that Service. Also,
in some of our Services, there are terms or settings that narrow the scope of our use of the
content submitted in those Services. Make sure you have the necessary rights to grant us

this license for any content that you submit to our Services.

You can find more information about how Google uses and stores content in the
privacy policy or additional terms for particular Services. If you submit feedback or
suggestions about our Services, we may use your feedback or suggestions without

obligation to you.

About Software in our Services
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When a Service requires or includes downloadable software, this software may update
automatically on your device once a new version or feature is available. Some Services

may let you adjust your automatic update settings.

We believe that you own your data and preserving your access to such data is
important. If we discontinue a Service, where reasonably possible, we will give you

reasonable advance notice and a chance to get information out of that Service.

Other than as expressly set out in these terms or additional terms, neither Google nor
its suppliers or distributors make any specific promises about the Services. For example,
we don’t make any commitments about the content within the Services, the specific
functions of the Services, or their reliability, availability, or ability to meet your needs.

We provide the Services “as is”.

Some jurisdictions provide for certain warranties, like the implied warranty of
merchantability, fitness for a particular purpose and non-infringement. To the extent

permitted by law, we exclude all warranties.

Liability for our Services
When permitted by law Google, and Google’s suppliers and distributors, will not be
responsible for lost profits, revenues, or data, financial losses or indirect, special,

consequential, exemplary, or punitive damages.

To the extent permitted by law, the total liability of Google, and its suppliers and
distributors, for any claims under these terms, including for any implied warranties, is
limited to the amount you paid us to use the Services (or, if we choose, to supplying you

the Services again).
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In all cases, Google, and its suppliers and distributors, will not be liable for any loss

or damage that is not reasonably foreseeable

The courts in some countries will not apply California law to some types of disputes.
If you reside in one of those countries, then where California law is excluded from
applying, your country’s laws will apply to such disputes related to these terms.
Otherwise, you agree that the laws of California, U.S.A., excluding California’s choice of
law rules, will apply to any disputes arising out of or relating to these terms or the
Services. Similarly, if the courts in your country will not permit you to consent to the
jurisdiction and venue of the courts in Santa Clara County, California, U.S.A., then your
local jurisdiction and venue will apply to such disputes related to these terms. Otherwise,
all claims arising out of or relating to these terms or the services will be litigated
exclusively in the federal or state courts of Santa Clara County, California, USA, and you

and Google consent to personal jurisdiction in those courts.

For information about how to contact Google, please visit our contact page.
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Salesforce

Master Subscription Agreement

This master subscription agreement (“‘agreement”) governs your acquisition and use
of our services.

If you register for a free trial for our services, this agreement will also govern that free
trial.

By accepting this agreement, either by clicking a box indicating your acceptance or
by executing an order form that references this agreement, you agree to the terms of this
agreement. If you are entering into this agreement on behalf of a company or other legal
entity, you represent that you have the authority to bind such entity and its affiliates to
these terms and conditions, in which case the terms "you" or "your™" shall refer to such
entity and its affiliates. If you do not have such authority, or if you do not agree with
these terms and conditions, you must not accept this agreement and may not use the

services.

4. USE OF THE SERVICES

4.1. Our Responsibilities. We shall: (i) provide Our basic support for the Purchased
Services to You at no additional charge, and/or upgraded support if purchased separately,
(if) use commercially reasonable efforts to make the Purchased Services available 24
hours a day, 7 days a week, except for: (@) planned downtime (of which We shall give at
least 8 hours notice via the Purchased Services and which We shall schedule to the extent
practicable during the weekend hours from 6:00 p.m. Friday to 3:00 a.m. Monday Pacific
Time), or (b) any unavailability caused by circumstances beyond Our reasonable control,
including without limitation, acts of God, acts of government, floods, fires, earthquakes,
civil unrest, acts of terror, strikes or other labor problems (other than those involving Our
employees), Internet service provider failures or delays, or denial of service attacks, and
(iii) provide the Purchased Services only in accordance with applicable laws and

government regulations.
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4.2. Our Protection of Your Data. We shall maintain appropriate administrative,
physical, and technical safeguards for protection of the security, confidentiality and
integrity of Your Data. We shall not (a) modify Your Data, (b) disclose Your Data except
as compelled by law in accordance with Section 8.3 (Compelled Disclosure) or as
expressly permitted in writing by You, or (c) access Your Data except to provide the
Services and prevent or address service or technical problems, or at Your request in
connection with customer support matters.

4.3. Your Responsibilities. You shall (i) be responsible for Users’ compliance with
this Agreement, (ii) be responsible for the accuracy, quality and legality of Your Data and
of the means by which You acquired Your Data, (iii) use commercially reasonable efforts
to prevent unauthorized access to or use of the Services, and notify Us promptly of any
such unauthorized access or use, and (iv) use the Services only in accordance with the
User Guide and applicable laws and government regulations. You shall not (a) make the
Services available to anyone other than Users, (b) sell, resell, rent or lease the Services,
(c) use the Services to store or transmit infringing, libelous, or otherwise unlawful or
tortious material, or to store or transmit material in violation of third-party privacy rights,
(d) use the Services to store or transmit Malicious Code, (e) interfere with or disrupt the
integrity or performance of the Services or third-party data contained therein, or (f)
attempt to gain unauthorized access to the Services or their related systems or networks.

4.3. Usage Limitations. Services may be subject to other limitations, such as, for
example, limits on disk storage space, on the number of calls You are permitted to make
against Our application programming interface, and, for Services that enable You to
provide public websites, on the number of page views by visitors to those websites. Any
such limitations are specified in the User Guide. The Services provide real-time

information to enable You to monitor Your compliance with such limitations.

8. CONFIDENTIALITY

8.1. Definition of Confidential Information. As used herein, "Confidential
Information™ means all confidential information disclosed by a party ("Disclosing Party")
to the other party ("Receiving Party"), whether orally or in writing, that is designated as

confidential or that reasonably should be understood to be confidential given the nature of
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the information and the circumstances of disclosure. Your Confidential Information shall
include Your Data; Our Confidential Information shall include the Services; and
Confidential Information of each party shall include the terms and conditions of this
Agreement and all Order Forms, as well as business and marketing plans, technology and
technical information, product plans and designs, and business processes disclosed by
such party. However, Confidential Information (other than Your Data) shall not include
any information that (i) is or becomes generally known to the public without breach of
any obligation owed to the Disclosing Party, (ii) was known to the Receiving Party prior
to its disclosure by the Disclosing Party without breach of any obligation owed to the
Disclosing Party, (iii) is received from a third party without breach of any obligation
owed to the Disclosing Party, or (iv) was independently developed by the Receiving
Party.

8.2. Protection of Confidential Information. The Receiving Party shall use the same
degree of care that it uses to protect the confidentiality of its own confidential
information of like kind (but in no event less than reasonable care) (i) not to use any
Confidential Information of the Disclosing Party for any purpose outside the scope of this
Agreement, and (i) except as otherwise authorized by the Disclosing Party in writing, to
limit access to Confidential Information of the Disclosing Party to those of its and its
Affiliates’ employees, contractors and agents who need such access for purposes
consistent with this Agreement and who have signed confidentiality agreements with the
Receiving Party containing protections no less stringent than those herein. Neither party
shall disclose the terms of this Agreement or any Order Form to any third party other than
its Affiliates and their legal counsel and accountants without the other party’s prior
written consent.

8.3. Compelled Disclosure. The Receiving Party may disclose Confidential
Information of the Disclosing Party if it is compelled by law to do so, provided the
Receiving Party gives the Disclosing Party prior notice of such compelled disclosure (to
the extent legally permitted) and reasonable assistance, at the Disclosing Party's cost, if
the Disclosing Party wishes to contest the disclosure. If the Receiving Party is compelled
by law to disclose the Disclosing Party’s Confidential Information as part of a civil

proceeding to which the Disclosing Party is a party, and the Disclosing Party is not
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contesting the disclosure, the Disclosing Party will reimburse the Receiving Party for its
reasonable cost of compiling and providing secure access to such Confidential
Information.

Back to Top

9. WARRANTIES AND DISCLAIMERS

9.1. Our Warranties. We warrant that (i) We have validly entered into this Agreement
and have the legal power to do so, (ii) the Services shall perform materially in accordance
with the User Guide, (iii) subject to Section 5.3 (Integration with Non-Salesforce.com
Services), the functionality of the Services will not be materially decreased during a
subscription term, and (iv) We will not transmit Malicious Code to You, provided it is not
a breach of this subpart (iv) if You or a User uploads a file containing Malicious Code
into the Services and later downloads that file containing Malicious Code. For any breach
of a warranty above, Your exclusive remedy shall be as provided in Section 12.3
(Termination for Cause) and Section 12.4 (Refund or Payment upon Termination) below.

9.2. Your Warranties. You warrant that You have validly entered into this Agreement
and have the legal power to do so.

9.3. Disclaimer. EXCEPT AS EXPRESSLY PROVIDED HEREIN, NEITHER
PARTY MAKES ANY WARRANTIES OF ANY KIND, WHETHER EXPRESS,
IMPLIED, STATUTORY OR OTHERWISE, AND EACH PARTY SPECIFICALLY
DISCLAIMS ALL IMPLIED WARRANTIES, INCLUDING ANY WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE, TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW.

9.4. Non-GA Services. From time to time We may invite You to try, at no charge,
Our products or services that are not generally available to Our customers ("Non-GA
Services"). You may accept or decline any such trial in Your sole discretion. Any Non-
GA Services will be clearly designated as beta, pilot, limited release, developer preview,
non-production or by a description of similar import. Non-GA Services are provided for
evaluation purposes and not for production use, are not supported, may contain bugs or
errors, and may be subject to additional terms. NON-GA SERVICES ARE NOT
CONSIDERED "SERVICES" HEREUNDER AND ARE PROVIDED "AS IS" WITH
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NO EXPRESS OR IMPLIED WARRANTY. We may discontinue Non-GA Services at
any time in Our sole discretion and may never make them generally available.

Back to Top

10. MUTUAL INDEMNIFICATION

10.1. Indemnification by Us. We shall defend You against any claim, demand, suit, or
proceeding made or brought against You by a third party alleging that the use of the
Services as permitted hereunder infringes or misappropriates the intellectual property
rights of a third party (a "Claim Against You"), and shall indemnify You for any
damages, attorney fees and costs finally awarded against You as a result of, and for
amounts paid by You under a court-approved settlement of, a Claim Against You;
provided that You (a) promptly give Us written notice of the Claim Against You; (b) give
Us sole control of the defense and settlement of the Claim Against You (provided that
We may not settle any Claim Against You unless the settlement unconditionally releases
You of all liability); and (c) provide to Us all reasonable assistance, at Our expense. In
the event of a Claim Against You, or if We reasonably believe the Services may infringe
or misappropriate, We may in Our discretion and at no cost to You (i) modify the
Services so that they no longer infringe or misappropriate, without breaching Our
warranties under “Our Warranties” above, (ii) obtain a license for Your continued use of
the Services in accordance with this Agreement, or (iii) terminate Your User
subscriptions for such Services upon 30 days’ written notice and refund to You any
prepaid fees covering the remainder of the term of such User subscriptions after the
effective date of termination.

10.2. Indemnification by You. You shall defend Us against any claim, demand, suit or
proceeding made or brought against Us by a third party alleging that Your Data, or Your
use of the Services in breach of this Agreement, infringes or misappropriates the
intellectual property rights of a third party or violates applicable law (a "Claim Against
Us"), and shall indemnify Us for any damages, attorney fees and costs finally awarded
against Us as a result of, or for any amounts paid by Us under a court-approved
settlement of, a Claim Against Us; provided that We (a) promptly give You written notice
of the Claim Against Us; (b) give You sole control of the defense and settlement of the

Claim Against Us (provided that You may not settle any Claim Against Us unless the
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settlement unconditionally releases Us of all liability); and (c) provide to You all
reasonable assistance, at Your expense.

10.3. Exclusive Remedy. This Section 10 (Mutual Indemnification) states the
indemnifying party’s sole liability to, and the indemnified party’s exclusive remedy

against, the other party for any type of claim described in this Section.

12.5. Return of Your Data. Upon request by You made within 30 days after the
effective date of termination of a Purchased Services subscription, We will make
available to You for download a file of Your Data in comma separated value (.csv)
format along with attachments in their native format. After such 30-day period, We shall
have no obligation to maintain or provide any of Your Data and shall thereafter, unless
legally prohibited, delete all of Your Data in Our systems or otherwise in Our possession
or under Our control.

12.6. Surviving Provisions. Section 6 (Fees and Payment for Purchased Services), 7
(Proprietary Rights), 8 (Confidentiality), 9.3 (Disclaimer), 10 (Mutual Indemnification),
11 (Limitation of Liability), 12.4 (Refund or Payment upon Termination), 12.5 (Return of
Your Data), 13 (Who You Are Contracting With, Notices, Governing Law and
Jurisdiction) and 14 (General Provisions) shall survive any termination or expiration of

this Agreement.
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Salesforce — Il

Statements

At salesforce.com, there is no higher priority than the privacy and security of our
customers' data. We believe that protecting the privacy of our customers' data is integral
to our mission of earning and maintaining the trust of each of our customers. We seek to
lead the industry as a trusted repository for customer data through a world-class privacy
program and provide a secure infrastructure and flexible tools that help enable our

customers to comply with global privacy and data protection regulations.

Salesforce.com understands that the confidentiality, integrity, and availability of our
customers’ information are vital to their business operations and our own success. We use
a multi-layered approach to protect that key information, constantly monitoring and
improving our application, systems, and processes to meet the growing demands and

challenges of security.

Secure data centers

Our service is collocated in dedicated spaces at top-tier data centers. These facilities

provide carrier-level support, including:

Access control and physical security

24-hour manned security, including foot patrols and perimeter inspections
Biometric scanning for access

Dedicated concrete-walled Data Center rooms

Computing equipment in access-controlled steel cages

Video surveillance throughout facility and perimeter

Building engineered for local seismic, storm, and flood risks

Tracking of asset removal
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Environmental controls
Humidity and temperature control

Redundant (N+1) cooling system

Power

Underground utility power feed

Redundant (N+1) CPS/UPS systems
Redundant power distribution units (PDUs)

Redundant (N+1) diesel generators with on-site diesel fuel storage

Network

Concrete vaults for fiber entry

Redundant internal networks

Network neutral; connects to all major carriers and located near major Internet hubs

High bandwidth capacity

Fire detection and suppression
VESDA (very early smoke detection apparatus)
Dual-alarmed, dual-interlock, multi-zone, pre-action dry pipe water-based fire

suppression

Secure transmission and sessions

Connection to the Salesforce environment is via SSL 3.0/TLS 1.0, using global step-
up certificates from Verisign, ensuring that our users have a secure connection from their
browsers to our service

Individual user sessions are identified and re-verified with each transaction, using a

unique token created at login

Network protection
Perimeter firewalls and edge routers block unused protocols

Internal firewalls segregate traffic between the application and database tiers
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Intrusion detection sensors throughout the internal network report events to a security
event management system for logging, alerts, and reports
A third-party service provider continuously scans the network externally and alerts

changes in baseline configuration

Disaster Recovery

The Salesforce service performs real-time replication to disk at each data center, and
near real-time data replication between the production data center and the disaster
recovery center

Data are transmitted across encrypted links.

Disaster recovery tests verify our projected recovery times and the integrity of the

customer data

Backups

All data are backed up to tape at each data center, on a rotating schedule of
incremental and full backups

The backups are cloned over secure links to a secure tape archive

Tapes are not transported offsite and are securely destroyed when retired

Internal and Third-party testing and assessments

Salesforce.com tests all code for security vulnerabilities before release, and regularly
scans our network and systems for vulnerabilities. Third-party assessments are also
conducted regularly:

Application vulnerability threat assessments

Network vulnerability threat assessments

Selected penetration testing and code review

Security control framework review and testing

Security Monitoring
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Our Information Security department monitors notification from various sources and

alerts from internal systems to identify and manage threats.
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RightNow Technologies

Mater Cloud Services Agreement with Customer
This Master Agreement (“Agreement”) is between RightNow Technologies, Inc.
(“RightNow”), a Delaware corporation, and Customer. It should be read together with

each Order Form. Parts of this Agreement may not apply to a particular Customer.

1.2. Customer must have a high speed Internet connection, and hardware and software
that is compatible with the Subscription Services, as set out in the Documentation. None
of these things are RightNow’s responsibility.

1.3. RightNow regularly upgrades and updates the Subscription Services. This means
that the Subscription Services are continually evolving. Some of these changes will occur
automatically, while others may require Customer to schedule and implement the
changes. The changes may also mean that Customer needs to upgrade its equipment in
order to make efficient use of the Subscription Services. RightNow will provide
Customer with advance notification in this case.

1.4. RightNow recognizes that Customer may have legitimate business reasons for not
upgrading to a new version of the Subscription Services as soon as the version becomes
available. However, RightNow will not support old versions indefinitely. RightNow has
policy that sets out what happens when old versions reach end-of-life (to view the current
policy, click on this link). When an old version used by Customer is at end-of-life,
RightNow may remove Customer’s access to that version and upgrade Customer to a new

version.

3. Customer Data.

3.1. Customer must provide all data for use in the Subscription Services, and
RightNow is not obliged to modify or add to the Customer Data. Customer is solely
responsible for the content and accuracy of the Customer Data.

3.2. The Customer Data belongs to Customer, and RightNow makes no claim to any

right of ownership in it.
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3.3. RightNow must keep the Customer Data confidential in accordance with Section
13of this Agreement.

3.4. RightNow must use the Customer Data strictly as necessary to carry out its
obligations under this Agreement, and for no other purpose. However, RightNow:

3.4.1. may observe and report back to Customer on Customer’s usage of the
Subscription Services, and make recommendations for improved usage of the
Subscription Services;

3.4.2. may identify trends and publish reports on its findings provided the reports
include data aggregated from more than one customer site and do not identify Customer;
and,

3.4.3. must ensure that the data center containing the Customer Data meets the
following physical and electronic security requirements: (i) single point of entry; (ii)
main access monitored with additional access for emergency purposes only; (iii)
surveillance cameras in facility; (iv) access validation with identity check; (v) access only
to persons on RightNow approved access list; (vi) log-in validation; (vii) creation of
accounts only as verified by RightNow or sub-contracted hosting provider; (viii) access
to servers via encrypted means; and, (ix) servers running behind secure firewall.

3.5. RightNow must comply with the principles of the EU Data Protection Directive
95/46 and the Telecoms Data Protection Directive as amended (“the Directives”) and any
successor legislation, in relation to any “personal data” received by or originating from
Customer and Customer clients, to the extent that the Directives apply to ‘“data
processors”.

3.6. RightNow must take reasonable technical and organizational measures to keep
personal data secure and to protect it against accidental loss or unlawful destruction,
alteration, disclosure or access; and, must deal with the information only in accordance
with Customer’s instructions, provided they are reasonable and lawful.

3.7. RightNow must back up Customer Data once in each 24-hour period.

4. Subscription Services Warranties. RightNow warrants that: (i) the Subscription
Services will function substantially as described in the Documentation; and (ii) RightNow
owns or otherwise has the right to provide the Subscription Services to Customer under

this Agreement.
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13. Confidentiality.

13.1. The Subscription Services, Software, Documentation and Work Product contain
valuable trade secrets that are the sole property of RightNow, and Customer agrees to use
reasonable care to prevent other parties from learning of these trade secrets. Customer
must take reasonable care to prevent unauthorized access to or duplication of the
Subscription Services, Software, Documentation, and Work Product.

13.2. The Customer Data may include valuable trade secrets that are the sole property
of Customer. RightNow must take reasonable care to prevent other parties from learning
of these trade secrets.

13.3. Sections 13.1 and 13.2 do not apply to any information that (i) is now, or
subsequently becomes, through no act or failure to act on the part of receiving party (the
“Receiver”), generally known or available; (i1) is known by the Receiver at the time of
receiving such information, as evidenced by the Receiver’s records; (iii) is subsequently
provided to the Receiver by a third party, as a matter of right and without restriction on
disclosure; or (iv) is required to be disclosed by law, provided that the party to whom the
information belongs is given prior written notice of any such proposed disclosure.

14. Indemnification by RightNow. RightNow must indemnify and hold harmless
Customer, its affiliates, directors and employees from any damages finally awarded
against Customer (including, without limitation, reasonable costs and legal fees incurred
by Customer) arising out of any third party suit, claim or other legal action alleging that
the use of the Subscription Services, Documentation or Work Product by Customer
infringes any copyright, trade secret or United States patent, (“Legal Action”). RightNow
must also assume the defense of the Legal Action.

14.1. However, RightNow shall have no indemnification obligations for any Legal
Action arising out of: (i) a combination of the Subscription Services, Software or Work
Product with software or products not supplied, or approved in writing by RightNow; (ii)
any repair, adjustment, modification or alteration to the Subscription Services by
Customer or any third party, unless approved in writing by RightNow; or (iii) any refusal

by Customer to install and use a non-infringing version of the Subscription Services, or
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Work Product offered by RightNow under Section 4.2(ii). Section 4.2(ii) and this Section
14 state the entire liability of RightNow with respect to any intellectual property

infringement by the Subscription Services, Software or Work Product.

EAANVLKO AvolkTto Mavemotuo: MAHE — AumAwpatikn Epyacia 101/116



A~
(@ Xot{omoUAoU Apyup® EAETXOS MHXANIZMQN
s ASQAAEIAS 5TO CLOUD

AWS Customer Agreement

Last updated March 15, 2012

(current AWS customers: See What’s Changed)

This AWS Customer Agreement (this “Agreement”) contains the terms and
conditions that govern your access to and use of the Service Offerings (as defined below)
and is an agreement between Amazon Web Services LLC (“AWS,” “we,” “us,” or “our”
and you or the entity you represent (“you‘). This Agreement takes effect when you click
an “I Accept” button or check box presented with these terms or, if earlier, when you use
any of the Service Offerings (the “Effective Date*). You represent to us that you are
lawfully able to enter into contracts (e.g., you are not a minor). If you are entering into
this Agreement for an entity, such as the company you work for, you represent to us that
you have legal authority to bind that entity. Please see Section 14 for definitions of

certain capitalized terms used in this Agreement.

1.2 Your Account. To access the Services, you must create an AWS account
associated with a valid e-mail address. Unless explicitly permitted by the Service Terms,
you may only create one account per email address. You are responsible for all activities
that occur under your account, regardless of whether the activities are undertaken by you,
your employees or a third party (including your contractors or agents) and, except to the
extent caused by our breach of this Agreement, we and our affiliates are not responsible
for unauthorized access to your account. You will contact us immediately if you believe
an unauthorized third party may be using your account or if your account information is
lost or stolen. You may terminate your account and this Agreement at any time in

accordance with Section 7.
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3. Security and Data Privacy.

3.1 AWS Security. Without limiting Section 10 or your obligations under Section 4.2,
we will implement reasonable and appropriate measures designed to help you secure
Your Content against accidental or unlawful loss, access or disclosure.

3.2 Data Privacy. We participate in the safe harbor programs described in the Privacy
Policy. You may specify the AWS regions in which Your Content will be stored and
accessible by End Users. We will not move Your Content from your selected AWS
regions without notifying you, unless required to comply with the law or requests of
governmental entities. You consent to our collection, use and disclosure of information
associated with the Service Offerings in accordance with our Privacy Policy, and to the
processing of Your Content in, and the transfer of Your Content into, the AWS regions

you select.

4.2 Other Security and Backup. You are responsible for properly configuring and
using the Service Offerings and taking your own steps to maintain appropriate security,
protection and backup of Your Content, which may include the use of encryption
technology to protect Your Content from unauthorized access and routine archiving Your
Content. AWS log-in credentials and private keys generated by the Services are for your
internal use only and you may not sell, transfer or sublicense them to any other entity or
person, except that you may disclose your private key to your agents and subcontractors

performing work on your behalf.

13.1 Confidentiality and Publicity. You may use AWS Confidential information only
in connection with your use of the Service Offerings as permitted under this Agreement.
You will not disclose AWS Confidential Information during the Term or at any time
during the 5 year period following the end of the Term. You will take all reasonable
measures to avoid disclosure, dissemination or unauthorized use of AWS Confidential

Information, including, at a minimum, those measures you take to protect your own

EAANVLKO AvolkTto Mavemotuo: MAHE — AumAwpatikn Epyacia 103/116



_
(@ Xot{omoUAoU Apyup® EAETXOZ MHXANIZMQN
s ASQAAEIAS 5TO CLOUD

confidential information of a similar nature. You will not issue any press release or make
any other public communication with respect to this Agreement or your use of the
Service Offerings. You will not misrepresent or embellish the relationship between us
and you (including by expressing or implying that we support, sponsor, endorse, or
contribute to you or your business endeavors), or express or imply any relationship or
affiliation between us and you or any other person or entity except as expressly permitted

by this Agreement.

13.2 Force Majeure. We and our affiliates will not be liable for any delay or failure to
perform any obligation under this Agreement where the delay or failure results from any
cause beyond our reasonable control, including acts of God, labor disputes or other
industrial disturbances, systemic electrical, telecommunications, or other utility failures,
earthquake, storms or other elements of nature, blockages, embargoes, riots, acts or

orders of government, acts of terrorism, or war.
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Amazon.com Privacy Notice

Last updated: April 6, 2012. To see what has changed, click here.

Amazon.com knows that you care how information about you is used and shared, and
we appreciate your trust that we will do so carefully and sensibly. This notice describes
our privacy policy. By visiting Amazon.com, you are accepting the practices described in
this Privacy Notice.

What About Cookies?

Cookies are unique identifiers that we transfer to your device to enable our systems to
recognize your device and to provide features such as 1-Click purchasing, Recommended
for You, personalized advertisements on other Web sites (e.g., Amazon Associates with
content served by Amazon.com and Web sites using Checkout by Amazon payment

service), and storage of items in your Shopping Cart between visits.

How Secure Is Information About Me?

We work to protect the security of your information during transmission by using
Secure Sockets Layer (SSL) software, which encrypts information you input.

We reveal only the last four digits of your credit card numbers when confirming an
order. Of course, we transmit the entire credit card number to the appropriate credit card
company during order processing.

It is important for you to protect against unauthorized access to your password and to
your computer. Be sure to sign off when finished using a shared computer. Click here for

more information on how to sign off.

Information You Give Us

You provide most such information when you search, buy, post, participate in a

contest or questionnaire, or communicate with customer service. For example, you

provide information when you search for a product; place an order through Amazon.com
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or one of our third-party sellers; provide information in Your Account (and you might
have more than one if you have used more than one e-mail address when shopping with
us) or Your Profile; communicate with us by phone, e-mail, or otherwise; complete a
questionnaire or a contest entry form; use our services such as Amazon Instant Video;
compile Wish Lists or other gift registries; participate in Discussion Boards or other
community features; provide and rate Reviews; specify a Special Occasion Reminder;
and employ Product Availability Alerts, such as Available to Order Notifications. As a
result of those actions, you might supply us with such information as your name, address,
and phone numbers; credit card information; people to whom purchases have been
shipped, including addresses and phone number; people (with addresses and phone
numbers) listed in 1-Click settings; e-mail addresses of your friends and other people;
content of reviews and e-mails to us; personal description and photograph in Your
Profile; and financial information, including Social Security and driver's license numbers.

Automatic Information

Examples of the information we collect and analyze include the Internet protocol (IP)
address used to connect your computer to the Internet; login; e-mail address; password;
computer and connection information such as browser type, version, and time zone
setting, browser plug-in types and versions, operating system, and platform; purchase
history, which we sometimes aggregate with similar information from other customers to
create features like Top Sellers; the full Uniform Resource Locator (URL) clickstream to,
through, and from our Web site, including date and time; cookie number; products you
viewed or searched for; and the phone number you used to call our 800 number. We may
also use browser data such as cookies, Flash cookies (also known as Flash Local Shared
Obijects), or similar data on certain parts of our Web site for fraud prevention and other
purposes. During some visits we may use software tools such as JavaScript to measure
and collect session information, including page response times, download errors, length
of visits to certain pages, page interaction information (such as scrolling, clicks, and
mouse-overs), and methods used to browse away from the page. We may also collect
technical information to help us identify your device for fraud prevention and diagnostic

purposes.
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AWS Customer Agreement

Last updated March 15, 2012
(current AWS customers: See What’s Changed)

This AWS Customer Agreement (this “Agreement”) contains the terms and
conditions that govern your access to and use of the Service Offerings (as defined below)

29 ¢

and is an agreement between Amazon Web Services LLC (“AWS,” “we,” “us,” or “our”
and you or the entity you represent (“you*). This Agreement takes effect when you click
an “I Accept” button or check box presented with these terms or, if earlier, when you use
any of the Service Offerings (the “Effective Date*). You represent to us that you are
lawfully able to enter into contracts (e.g., you are not a minor). If you are entering into
this Agreement for an entity, such as the company you work for, you represent to us that
you have legal authority to bind that entity. Please see Section 14 for definitions of

certain capitalized terms used in this Agreement.

1.2 Your Account. To access the Services, you must create an AWS account
associated with a valid e-mail address. Unless explicitly permitted by the Service Terms,
you may only create one account per email address. You are responsible for all activities
that occur under your account, regardless of whether the activities are undertaken by you,
your employees or a third party (including your contractors or agents) and, except to the
extent caused by our breach of this Agreement, we and our affiliates are not responsible
for unauthorized access to your account. You will contact us immediately if you believe
an unauthorized third party may be using your account or if your account information is
lost or stolen. You may terminate your account and this Agreement at any time in
accordance with Section 7.
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3. Security and Data Privacy.

3.1 AWS Security. Without limiting Section 10 or your obligations under Section 4.2,
we will implement reasonable and appropriate measures designed to help you secure
Your Content against accidental or unlawful loss, access or disclosure.

3.2 Data Privacy. We participate in the safe harbor programs described in the Privacy
Policy. You may specify the AWS regions in which Your Content will be stored and
accessible by End Users. We will not move Your Content from your selected AWS
regions without notifying you, unless required to comply with the law or requests of
governmental entities. You consent to our collection, use and disclosure of information
associated with the Service Offerings in accordance with our Privacy Policy, and to the
processing of Your Content in, and the transfer of Your Content into, the AWS regions

you select.

4.2 Other Security and Backup. You are responsible for properly configuring and
using the Service Offerings and taking your own steps to maintain appropriate security,
protection and backup of Your Content, which may include the use of encryption
technology to protect Your Content from unauthorized access and routine archiving Your
Content. AWS log-in credentials and private keys generated by the Services are for your
internal use only and you may not sell, transfer or sublicense them to any other entity or
person, except that you may disclose your private key to your agents and subcontractors
performing work on your behalf.

11. Limitations of Liability.

WE AND OUR AFFILIATES OR LICENSORS WILL NOT BE LIABLE TO YOU
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR
EXEMPLARY DAMAGES (INCLUDING DAMAGES FOR LOSS OF PROFITS,
GOODWILL, USE, OR DATA), EVEN IF A PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. FURTHER, NEITHER WE NOR ANY OF OUR
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AFFILIATES OR LICENSORS WILL BE RESPONSIBLE FOR ANY
COMPENSATION, REIMBURSEMENT, OR DAMAGES ARISING IN
CONNECTION WITH: (A) YOUR INABILITY TO USE THE SERVICES,
INCLUDING AS A RESULT OF ANY (I) TERMINATION OR SUSPENSION OF
THIS AGREEMENT OR YOUR USE OF OR ACCESS TO THE SERVICE
OFFERINGS, (II) OUR DISCONTINUATION OF ANY OR ALL OF THE SERVICE
OFFERINGS, OR, (Illl) WITHOUT LIMITING ANY OBLIGATIONS UNDER THE
SLAS, ANY UNANTICIPATED OR UNSCHEDULED DOWNTIME OF ALL OR A
PORTION OF THE SERVICES FOR ANY REASON, INCLUDING AS A RESULT OF
POWER OUTAGES, SYSTEM FAILURES OR OTHER INTERRUPTIONS; (B) THE
COST OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; (c) ANY
INVESTMENTS, EXPENDITURES, OR COMMITMENTS BY YOU IN
CONNECTION WITH THIS AGREEMENT OR YOUR USE OF OR ACCESS TO
THE SERVICE OFFERINGS; OR (D) ANY UNAUTHORIZED ACCESS TO,
ALTERATION OF, OR THE DELETION, DESTRUCTION, DAMAGE, LOSS OR
FAILURE TO STORE ANY OF YOUR CONTENT OR OTHER DATA. IN ANY
CASE, OUR AND OUR AFFILIATES’ AND LICENSORS’ AGGREGATE
LIABILITY UNDER THIS AGREEMENT WILL BE LIMITED TO THE AMOUNT
YOU ACTUALLY PAY US UNDER THIS AGREEMENT FOR THE SERVICE THAT
GAVE RISE TO THE CLAIM DURING THE 12 MONTHS PRECEDING THE
CLAIM.

13. Miscellaneous.

13.1 Confidentiality and Publicity. You may use AWS Confidential information only
in connection with your use of the Service Offerings as permitted under this Agreement.
You will not disclose AWS Confidential Information during the Term or at any time
during the 5 year period following the end of the Term. You will take all reasonable

measures to avoid disclosure, dissemination or unauthorized use of AWS Confidential
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Information, including, at a minimum, those measures you take to protect your own
confidential information of a similar nature. You will not issue any press release or make
any other public communication with respect to this Agreement or your use of the
Service Offerings. You will not misrepresent or embellish the relationship between us
and you (including by expressing or implying that we support, sponsor, endorse, or
contribute to you or your business endeavors), or express or imply any relationship or
affiliation between us and you or any other person or entity except as expressly permitted
by this Agreement.
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AWS Service Terms

Last updated: May 8, 2012

The following Service Terms apply only to the specific Services to which the Service
Terms relate. In the event of a conflict between the terms of these Service Terms and the
terms of the AWS Customer Agreement or other agreement with us governing your use
of our Services (the “Agreement”), the terms and conditions of these Service Terms
apply, but only to the extent of such conflict. Capitalized terms used herein but not
defined herein shall have the meanings set forth in the Agreement.

We may disclose your company name, the IBM Software your company has used,
and your company’s total usage fees for the IBM Software (collectively, “Usage Data”).
IBM is required to keep Usage Data confidential and IBM cannot use Usage Data for

marketing or lead generation.

13.6. You should back-up Data prior to delivery to us. Your Data should not include
live or production data or any other data that you are not prepared to lose. For avoidance

of doubt, Your Content includes Data.

13.7. You represent that you have all necessary rights to (a) provide the Media and
Data to us for upload into Amazon S3 or Amazon EBS and (b) authorize our transfer of
any Data specified by you to the Media. You represent that import or export of the Media
or Data to or from us does not require a license under the laws or regulations of any

country.

13.8. We may reproduce Data as necessary to transfer it between Media and Amazon
S3 or Amazon EBS.
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14. Amazon Virtual Private Cloud (Amazon VPC)
14.1. You may only use Amazon VPC to connect your computing resources to certain

AWS computing resources via a Virtual Private Network (VPN) connection.

14.2. Use of Amazon VPC requires the use of other Services. You are responsible for
all applicable fees associated with your use of other Services in connection with Amazon
VPC. When you transfer data between AWS computing resources running inside
Amazon VPC and AWS computing resources running outside Amazon VPC, you will be
charged VPN data transfer rates in addition to any applicable Internet data transfer
changes. VPN connection charges accrue during any time your VPN connection is in the

“available” state.

14.3. You are solely responsible for the configuration, operation, performance and
security of all equipment and computing resources you use with Amazon VPC, including
any gateways or other devices you use to connect to Amazon VPC.

15. AWS Multi-Factor Authentication (AWS MFA)

15.1. You may only use AWS MFA in connection with accessing your AWS account.

15.2. Your use of AWS MFA requires the use of other Services. You are responsible
for all applicable fees associated with your use of other Services in connection with AWS
MFA.

15.3. You are solely responsible for the procurement and for the configuration,
operation, performance and security of any hardware or non-AWS software that you use

in connection with AWS MFA, including any compatible authentication devices.

16. Amazon Relational Database Service (Amazon RDS)
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16.1. You may only use Amazon RDS to store, query, retrieve and serve data and
other content owned, licensed or lawfully obtained by you. You acknowledge that neither
we nor our licensors are responsible in any manner, and you are solely responsible, for
the proper configuration of database security groups and other security settings associated
with Amazon RDS.

16.2. You may store snapshots of Your Amazon RDS Content for later use in
Amazon RDS but snapshots cannot be downloaded outside the Services.

16.3. We may terminate your Amazon RDS database instance if you attempt to access
or tamper with any software we pre-load on the database instance, including the operating

system software running on the database instance.

16.4. You are responsible for configuring your backup retention period to give
yourself enough time to recover data from your backups in the event of a hardware or file

system failure.

16.5. Reserved DB Instance Pricing. You may designate Amazon RDS database
instances as subject to the reserved pricing and payment terms (“"Reserved DB Instance
Pricing") set forth on the Amazon RDS detail page on the AWS Site (each designated
instance, a "Reserved DB Instance™). You may designate database instances as Reserved
DB Instance by calling to the Purchasing API or selecting the Reserved DB Instance
option in the AWS console. When you designate a database instance as a Reserved DB
Instance, you must designate a region, instance type and quantity for the applicable
Reserved DB Instances. The Reserved DB Instances may only be used in the designated
region. We may change Reserved DB Instance Pricing at any time but price changes will
not apply to previously designated Reserved DB Instances. We may terminate the
Reserved DB Instance Pricing program at any time. Reserved DB Instances are
nontransferable and all amounts paid in connection with the Reserved DB Instances are
nonrefundable, except that if we terminate the Agreement other than for cause, terminate

an individual Reserved DB Instance type, or terminate the Reserved DB Instance Pricing
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program, we will refund you a pro rata portion of any up-front fee paid in connection
with any previously designated Reserved DB Instances. Upon expiration or termination
of the term of a Reserved DB Instance, the Reserved DB Instance Pricing will expire and
standard on-demand usage prices will apply to the database instance. In addition to being
subject to Reserved DB Instance Pricing, Reserved DB Instances are subject to all data

transfer and other fees applicable under the Agreement.

27.4 You may only use Amazon VPC to connect your computing resources to the
AWS GovCloud (US) region.

27.5 AWS Services may not be used to process or store classified data. If you or your
end users introduce classified data into the AWS Network, you will be responsible for all

sanitization costs incurred by AWS.

28. Amazon DynamoDB
28.1 You will be charged for the throughput capacity (reads and writes) you provision
in your Amazon DynamoDB tables even if you do not fully utilize the provisioned

capacity.

28.2 The actual reads and writes performance of your Amazon DynamoDB tables

may vary and may be less than the throughput capacity that you provision.

29. AWS Storage Gateway

29.1 You may only use the AWS Storage Gateway on computer equipment owned or
controlled by you for your internal business purposes, solely to access Your Content used
in connection with the Services. Your use of the AWS Storage Gateway is governed by
the AWS Storage Gateway License, located here: AWS Storage Gateway License
Agreement

30. AWS Marketplace
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30.1 The AWS Marketplace is a venue operated by AWS that allows Content to be
offered, sold, and bought. Content may sold by AWS or a third party, and the party
offering or selling the Content may specify separate terms and conditions and privacy
policies for the use of the Content. If the Content is offered or sold by a third party, that
party will be the seller of record for the Content. AWS is not a party to the terms with
respect to Content offered or sold by third parties. Any Content of third parties offered
through the AWS Marketplace constitutes “Third Party Content” under the Agreement.
While AWS may help facilitate the resolution of disputes between you and third parties,
AWS is not responsible for Third Party Content and has no control over and does not
guarantee the quality, safety or legality of items advertised, the truth or accuracy of Third

Party Content or listings, or the ability of sellers to offer the Content.
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Andwvw pnrd oTi, ouu@wva e 1o dplpo 8 Tou N. 1599/1988 kai Ta dpBpa 2,4,6 nap. 3 Tou N, 1256/1982,
n napouoa epyaoia arioTeEAEl aroKAEIOTIKA MpPoiov NPoowITIKIG Epyaoiac Kkai Ocv npooBdAAer kdBs Lopric
NVEUUATIKG dIKaiouara TpiTwv kai OV &lval rpoiov LEPIKIC 11 OAIKIC avTiypa®ric, ol nnyec O rou
Xxpnowonoin@énkav nepiopifovrar oTic BiBAIOYPaPIKES avapopes Kal LIovoy
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